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HIPAA SECURITY MANUAL
for Mulzer Crushed Stone, Inc. 

February 2012 As Prepared by Mercer, LLC
The HIPAA Security Manual was prepared for the exclusive use of Mulzer Crushed Stone, Inc. (hereafter “Mulzer”) to 
assist in complying with the federal Security Standards for the Protection of Electronic Protected Health Information under 
Title II of the Health Insurance Portability and Accountability Act of 1996 (known as HIPAA). Any reproduction or other 
use for commercial or other purposes is not permitted without the express written permission of Mercer, LLC. Because 
Mercer, LLC is a consulting firm and does not practice law, we strongly recommend that the HIPAA Security Manual and 
its intended usage be reviewed by Mulzer’s legal counsel. The contents of the HIPAA Security Manual have been prepared 
based upon sources, materials and information believed to be reliable and accurate. Mercer, LLC gives no representation or 
warranties as to the accuracy of the information set forth in the HIPAA Security Manual and accepts no responsibility or 
liability for any error, omission or inaccuracy in such information other than in relation to information which Mercer, LLC
would be expected to have verified based on generally accepted industry practices. Mercer, LLC does not assume 
responsibility for any updates to the HIPAA Security Manual that might become necessary as a result of Mulzer’s
subsequent plan or administrative changes or as a result of any relevant regulatory developments or changes in applicable 
law. 
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1.0   Introduction 
 

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) required the US Department of Health and Human 
Services (HHS) to adopt national standards for safeguards to protect the Confidentiality, Integrity and Availability of Protected Health 
Information (PHI). HHS issued the Final HIPAA Security Rule (referred to throughout this Manual as the Security Rule) on February 
20, 2003, detailing requirements for the protection of Electronic Protected Health Information (e-PHI) for health plans, health care 
clearinghouses and health care providers (known as Covered Entities).  

Words and phrases that are capitalized in this Manual, such as “Covered Entities”, have special meanings that are defined in Section 8.  

Mulzer sponsors the following group health plans:  

• Mulzer Crushed Stone, Inc. Group Weekly Disability Income, Medical and Dental Plan 

• Wellness Screening - on-site 

referred to throughout as the “Plans” and each plan is a Covered Entity.  Health plans and other Covered Entities are required to create 
Policies and Procedures to ensure their compliance with the Security Rule.  This Manual is designed to be the Policies and Procedures 
for the Plan(s).  Because each plan is sponsored by Mulzer, they collectively comprise an “organized health care arrangement” and 
this document represents the Policies and Procedures for each plan. 

The Manual consists of seventeen (17) sections.  

• Section 1 this introduction describes the purpose of the Manual and its organization.  

• Section 2 describes the Plan’s overall policy for protecting e-PHI.  

• Section 3 describes the Plan’s procedures for implementing Administrative Safeguards.  

• Section 4 describes the Plan’s procedures for implementing Physical Safeguards.  
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• Section 5 describes the Plan’s procedures for implementing Technical Safeguards.  

• Section 6 describes required legal documents including Business Associate Agreements, Plan Amendments and the Policies 
and Procedures.  This section also includes a description of the Security Rule documentation requirements.  

• Section 7 describes the Security official’s role and responsibilities.  

• Section 8 defines key terms that are used in this Manual.  The defined terms are capitalized throughout the Manual.  

• Section 9 contains links to key resources related to the implementation of this Manual, including the text of the HIPAA 
Security Rule and links to helpful third-party documents.  

• Section 10 contains a summary of application level specific technical and physical security controls; these controls are controls 
that may not be applicable to all applications within the organization.  

• Section 11 contains a summary of facility-specific physical and administrative security controls; these controls are controls 
that may not be applicable to all facilities within the organization. 

• Section 12 contains a copy of the organization’s gap analysis, details on compliance with some implementation specification, 
and the organization’s implementation score.  

• Section 13 contains a summary of the organization’s access control list.  The access control list details who has Access to what 
e-PHI and for what purpose.  The access control list may be based on functional roles or defined using specific individuals. 

• Section 14 contains a tracking log of the organization’s business associates and the details on the specifics of the contractual 
agreement(s) in place. 

• Section 15 contains a list of vulnerabilities or system configuration errors that should be reviewed by the organization’s IT 
staff. 

• Section 16 contains a copy of the organization’s risk analysis. 

• Section 17 contains details with respect to the implementation of NIST Special Publication 800-53 (rev. 3) Security Controls 
highlighted within NIST Special Publication 800-66 (rev. 1) containing recommended security controls for HIPAA Security 
compliance. 
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The Manual will be provided to employees who have Access to e-PHI.  These employees will also receive updates that reflect any 
changes in law or the Manual’s procedures.  Employees can obtain more information from the Plan’s HIPAA Security Official.   
Health information collected by Mulzer pursuant to other laws such as the Family and Medical Leave Act, Americans with Disabilities 
Act, Occupational Safety and Health Act or workers’ compensation laws is not protected under HIPAA as e-PHI (although this type of 
information may be protected under other federal or state laws).  Employees should consult Mulzer’s [corporate security policies][or 
insert other document] for rules governing employee information not connected with the Plan. 
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2.0   Statement of Security Policy 
 
 

The Plan will secure Participant and family member electronic protected health information (known as e-PHI) in accordance with the Health 
Insurance Portability and Accountability Act of 1996 (HIPAA) and applicable state law. It is the Plan’s policy to: 

• Ensure the Confidentiality, Integrity and Availability of e-PHI; 

• Protect against any reasonably anticipated Threats or hazards to the security or Integrity of e-PHI;  

• Protect against any reasonably anticipated uses or Disclosures that are not permitted by the HIPAA Privacy Rule; and  

• Ensure workforce compliance.  

The Plan will maintain a security infrastructure containing Administrative, Physical and Technical Safeguards for e-PHI.  A conceptual 
definition of the security architecture for Mulzer is detailed in the following diagram.  This diagram illustrates core security functions as 
security patterns.  Design patterns is a concept from computer science used to define industry standard solutions to application requirements 
and the best method of solving programming design problems.  Below the core security functions of ensuring confidentiality, integrity or 
availability of e-PHI are illustrated.  (See N. Yoshioka, H. Washizaki, K. Maruyama, A survey on security patterns, Progress in Informatics, 
No. 5 pp. 35-47, (2008)(available at http://www.nii.ac.jp/pi/n5/5_35.pdf). 
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Diagram 1 ~ Security Architecture Patterns



 

 
Section 2.0 ~ Statement of Security Policy 
©2010 Mercer LLC, All Rights Reserved 

 
Page: 9 

When e-PHI is shared with a Business Associate providing services to the Plan, the Plan will obtain satisfactory assurances from the 
Business Associate that it will appropriately safeguard e-PHI it creates, receives, maintains or transmits on the Plan’s behalf. 

When Mulzer receives e-PHI to assist in Plan administration, it will adhere to its own procedures to protect the information.  Among the 
procedures in place are: 

• Reasonable and appropriate safeguards to protect the Confidentiality, Integrity and Availability of e-PHI that it creates, receives, 
maintains or transmits on the Plan’s behalf;  

• Reasonable and appropriate security measures to ensure adequate separation between the Plan’s e-PHI and the Plan’s sponsor;  

• Requirements for agents and subcontractors to implement similar security measures; and  

• Obligations to report to the Plan any security incidents of which it is aware.  

The Plan may update this Policy and its Procedures at any time.  The Plan will also update this Policy and its Procedures to reflect any 
change required by law.  Any changes to this Policy and Procedures will be effective for all e-PHI that the Plan may maintain.  This includes 
e-PHI that was previously created or received, not just e-PHI created or received after the Policy and Procedures are changed. 
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3.0   Administrative Safeguards 
 

3.01   Overview 

Mulzer and the Plan maintain procedures to manage risks to e-PHI, to control Access to e-PHI, to train workforce members regarding e-PHI 
protections, to resolve security incidents that may be a Threat to e-PHI and to protect e-PHI during emergency situations. 

Section 3.02 - Security Management Process  

Mulzer and the Plan will maintain procedures to prevent, detect and correct security violations.  This process will include a risk analysis, 
ongoing risk management, enforcement of a sanction policy and review of Information System activity. 

Section 3.03 - Assigned Security Responsibility 

Mulzer and the Plan will designate a single individual who has overall responsibility for the development and implementation of the Policies 
and Procedures required for the security of e-PHI. 

Section 3.04 - Workforce Security 

Mulzer and the Plan will maintain workforce security measures to assure that all employees with Access to e-PHI have the appropriate 
Access authority and clearances and to prevent Access by those who do not. 

Section 3.05 - Information Access Management 

The Plan will define Access control for all employees authorized to Access e-PHI and maintain procedures for granting and modifying 
Access.  

Section 3.06 - Security Awareness and Training  

The Plan will maintain a security awareness and training program for all employees with Access to e-PHI. 
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Section 3.07 - Security Incident Procedures 

Mulzer and the Plan will maintain procedures to handle security incidents, including identification and response plans, mitigation of 
incidents and documentation of incidents and their outcomes.  

Section 3.08 - Contingency Plan 

Mulzer and the Plan will maintain a contingency plan for responding to emergencies that affect applications and systems containing e-PHI. 

Section 3.09 - Evaluation  

Mulzer and the Plan will perform periodic technical and non-technical evaluations based on the requirements of the Security Rule and in 
response to environmental or operational changes.  

Section 3.10 - Information Classification 

Mulzer and the Plan will perform periodic audits to classify the sensitivity of e-PHI contained within the Organization’s information 
system(s). 
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3.02   Security Risk Management Process 
 

On behalf of the Plan, Mulzer maintains a security management process to prevent, detect, contain and correct security violations of 
applications and/or systems that contain e-PHI. 

a.   Risk Analysis 

On behalf of the Plan, Mulzer conducts assessments of the potential risks and vulnerabilities to the Confidentiality, Integrity and Availability 
of e-PHI held by the Plan periodically, as warranted by changes in environmental, technological or operational conditions.  To appropriately 
consider the potential vulnerabilities to the Plan’s e-PHI, Mulzer uses the following risk analysis strategy:  

• Identify and document all e-PHI-containing systems or applications (repositories);  

• Identify the potential Threats or vulnerabilities to each repository;  

• Assign a level of risk to each e-PHI repository; and  

• As appropriate, mitigate the risk to each e-PHI repository.  

An e-PHI repository may be a database, spreadsheet, folder, storage device, document or other form of electronic information.  Mulzer will 
perform periodic inventories at regular intervals to ensure that the risk analysis is up-to-date and accurate. 

b.   Risk Management 

Mulzer uses the following to reduce risks and vulnerabilities to an appropriate level consistent with the Plan’s risk tolerance:  

• Periodic technical and non-technical evaluation, based on the standards set forth in the Security Rule, to ensure that the Plan’s 
Policies and Procedures are updated as warranted by changes in the Plan’s environmental or operational conditions affecting the 
security of e-PHI; and 

• Annual or as-needed review (i.e. due to organizational changes, system or application changes, security incidents or change in 
HIPAA Security rule). 
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Mulzer uses a risk-based approach to security control selection and specification.  This process considers effectiveness, efficiency and 
constraints due to applicable laws, directives, executive orders, policies, standards and the HIPAA regulations.  The activities, detailed in the 
diagram below entitled “Risk Management Process”, relate to managing organizational risk (also known as the Risk Management 
Framework) and are paramount to Mulzer’s information security program. 
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Diagram 2 ~ Risk Management Process

The above process, the Plan, Do, Check, Act model, details the lifecycle for information security management. The Plan phase focuses on 
setting policies, a strategy for implementing controls to achieve security objectives and specific roadmaps to achieve control 
implementations within systems. Controls are executed in the Do phase. Tests are performed in the Check phase to ensure that controls are 
operating as intended and meet objectives. Deficiencies or gaps are remediated in the Act phase and the cycle repeats. Control execution lies 
with system owners and operators.
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c.   Sanction Policy 

The Plan is required to design a system of disciplinary policies and sanctions for workforce members who violate the HIPAA Security Rule.  
Since the Plan itself has no workforce members, Mulzer will implement procedures to apply sanctions against employees who violate the 
Plan’s Policies and Procedures or the HIPAA Security Rule. Business Associates and Insurers will take whatever steps are required to ensure 
their compliance with the HIPAA Security Rule and Business Associate Agreements (as applicable).  Mulzer will determine a sanction at the 
time of a violation and will base the sanction on the nature of the violation.  Factors taken into account will include the severity of the 
violation and whether it was intentional or unintentional.  

Examples of possible sanctions include: 

• Written reprimand in employee’s personnel file 

• Verbal reprimand 

• Retraining on HIPAA Awareness 

• Retraining on the proper use of internal forms and HIPAA required forms 

• Suspension of employee (In reference to suspension period: minimum of one (1) day/maximum) 

• Termination of employment 

Mulzer will not apply sanctions against employees who file a complaint with any entity about a security violation. 

Sanctionable activities by employees include: 

• Obtaining PHI under false pretenses 

• Using and/or disclosing PHI for commercial advantage, personal gain or malicious harm 

• Accessing information that you do not need to know to do your job 

• Sharing computer access codes (user name and password) 

• Leaving your computer unattended while you are logged into an application containing e-PHI 
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• Sharing e-PHI with another employee without authorization 

• Copying e-PHI without authorization 

• Changing e-PHI without authorization 

• Discussing confidential information in a public area or in an area where the public could overhear the conversation 

• Discussing confidential information with an unauthorized person 

• Failure to cooperate with the HIPAA privacy or security officer 

• Unauthorized use or disclosure of PHI 

• Using another person’s computer access codes (user name and password) 

• Failure to properly maintain an up-to-date accounting of instances in which the Organization has released a member’s (or patient’s) 
PHI to a third party. 

• Use of unapproved marketing materials. 

d.   Information System Activity Review 

The following procedures are used to review activity in e-PHI-containing applications and/or systems in order to appropriately limit e-PHI 
Access to authorized purposes: 

• Access to audit logs will be strictly limited to authorized auditing employees.  

• Specific activities will be tracked, as described in Audit Controls (Section 5.03), and regularly reviewed for suspicious activity.  See 
also Section 10.0 of this manual for application-specific audit controls.  

• When internal security scans reveal that a computer system or application that contains e-PHI (or is connected to an e-PHI repository) 
may be vulnerable, relevant staff described in Section 3.07 will contact the Security Official or his/her designee as soon as possible 
and provide a description of the vulnerability and a timeline for securing the vulnerability.  Timelines will vary depending on 
severity.  
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• When an intrusion detection system reveals that a computer system or application that contains e-PHI (or is connected to an e-PHI 
repository) is under attack, relevant staff described in Section 3.07 will contact the Security Official or his/her designee as soon as 
possible and provide a description of the attack and actions taken to mitigate the effect of the attack, up to and including 
disconnecting the infected systems from the network.  

• When auditing tools reveal unusual activity within a computer system or application that contains e-PHI (or is connected to an e-PHI 
repository) relevant staff described in Section 3.07 will contact the Security Official or his/her designee as soon as possible and 
provide a description of the activity and actions taken to mitigate and/or investigate the unusual network activity. 

e.  Citations 

45 CFR § 164.308(a)(1) 
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3.03   Assigned Security Responsibility 
 

a.   Security Official 

The Plan assigns the oversight of compliance with the Security Rule to the HIPAA Security Official.  The Plan’s Security Official oversees 
the activities listed in Section 7 of this Manual.  If the Plan’s Security Official is unable to meet the requirements or responsibilities under the 
Security Rule, or is no longer affiliated with the Plan, the Plan will assign a new Security Official. 

 The Security Official is:  

Name John Pittman 
Phone 812-449-0090 
e-Mail johnpittman@mulzer.com 

b.   Citations 

45 CFR § 164.308(a)(2)
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3.04   Workforce Security 
 

Mulzer and the Plan maintain workforce security procedures to ensure that all employees have appropriate Access to e-PHI.  These 
procedures also are intended to prevent those employees who do not have a legitimate business reason to Access e-PHI from obtaining such 
Access. 

a.   Authorization and/or Supervision 

The names of authorized individuals and/or groups of individuals that are granted Access to e-PHI are found in Section 13 of this manual, 
entitled Access Control List.  If an employee who is not authorized to Access e-PHI temporarily needs Access, he or she must be supervised 
by someone that has such Access and the technical skills to appropriately supervise said employee.  

b.   Workforce Clearance Procedure 

Employees that Access e-PHI are subject to a background check or screening process to ensure that their Access is appropriate.  The 
screening process will include the following checks:  

• Drug and Alcohol Testing 

• Motor Vehicle Reports 

• Education and Credential Verification 

• Employment and Reference Verification 

c.   Termination Procedures 

If a person employed by Mulzer who has Access to e-PHI is terminated or resigns, the former employee computer accounts will be disabled, 
including any accounts used for database Access, dial-up or Internet Access from a remote location. 

 



 

 
Section 3.0 ~ Administrative Safeguards 
©2010 Mercer LLC, All Rights Reserved Page: 20 

i)   Voluntary Resignation 

Telecommuters must return all equipment within the time period specified in Mulzer’s general IT polices.  Mulzer will incur charges for 
delivery.  A shipment tracking number must be submitted to the appropriate Mulzer personnel to confirm the delivery is in process within a 
reasonable period of time following the termination.  Workforce members located onsite at any Mulzer location must submit all equipment 
and materials in the time and manner specified in Mulzer’s general IT polices.  Any paper copies of confidential or protected health 
information also must be returned with the equipment.  

ii)   Involuntary Resignation 

Human Resources must confirm with the manager and personnel records the possession of any issued equipment.  All arrangements to obtain 
issued equipment from telecommuters must be made in accordance with Mulzer’s general IT policies.  Any paper copies of confidential or 
protected health information also must be returned with the equipment using a method of transport commensurate with the sensitivity of the 
materials. 

iii)   All resignations 

If a method of shipment or return is not confirmed or received within a reasonable amount of time as defined by Mulzer, a property recovery 
team will be notified to retrieve equipment.  In this case, charges for equipment retrieval will be deducted from the employee’s final 
paycheck.  The legal department will be contacted to pursue any necessary legal action.  

d.   Citations 

45 CFR § 164.308(a)(3) 
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3.05   Information Access Management  
 
To ensure that appropriate Access to e-PHI is consistent with the HIPAA Privacy Rule, the Plan actively manages the rights of employees to 
Access e-PHI.  To the extent that it is reasonable and appropriate, Access to e-PHI is limited to employees for purposes of administering the 
Plan as permitted by the Privacy Rule and consistent with the Plan documents.  

a.   Isolating Health Care Clearinghouse Functions 

Not Applicable: neither Mulzer nor the Plan engage in clearinghouse activities.  

b.   Access Authorization 

The Plan maintains a record of those employees who require Access to e-PHI and the scope of such Access necessary to perform health plan 
administrative functions.  The list is maintained by Security Officer. 

c.   Access Establishment and Modification 

All requests for Access must be sent to the appropriate Mulzer IT staff contact.  Any applicable time constraints or expedited processing 
requests will be communicated in writing (or by e-Mail) from an authorized individual.  Requests for directory Access or new groups and 
folders must be generated in accordance with Mulzer general policies.  Requests will not be honored if merely submitted by a user.  

Requests for Access will include the following information:  

• Name of user group(s);  

• Name of user(s) who needs Access;  

• Purpose for Access; and  

• What user needs Access to (e.g., T:\SampleServer\Folder\, DFS Link \\google.com\root\washingtonDC or \\UNC 
Path\\Server\Volume\Directory\File).  

If requests for folders span across two business units (e.g. Reporting needs Access to a Claims folder), both business units must approve the 
Access. 
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The requesting party will indicate the date Access is necessary and duration of such Access. 

The Plan will review who has Access to e-PHI and whether such Access is limited to e-PHI that is minimally necessary to perform health 
plan administrative functions.  The e-PHI Access Control Records for Mulzer is reviewed annually. 

d.   Configuration Management 

The purpose of this section is to define Configuration Management (CM) and describe its constituent functions, processes and procedures.  
This policy provides the high-level statements of CM policy, identifies the CM standards to be adopted and followed and describes 
responsibilities for operation of CM within Mulzer.  The establishment of this policy is intended to demonstrate Mulzer’s commitment to 
implement a quality CM system to control changes to system environments as required by law. 

Mulzer will implement and supervise the following tasks: 

• Identify e-PHI-containing systems configuration items and develop appropriate configuration documentation.  This activity includes 
the development of an application (or system) top-down structure that summarizes the total units and configuration documentation for 
the system or configuration item and the assignment of unique identifiers, which identify units, and groups of units, in an application 
(or system).  Configuration identification and application (or system) information will be maintained and readily available to all 
decision-makers.  Base-lined documentation will be maintained with all necessary links to the CM information management system.  
To ensure configuration management, information is available to all decision-makers and CM practitioners will be responsible for 
providing the necessary facilities and electronic tools to document, monitor and CM information (configuration identification). 

• Establish configuration baselines, set up and implement change control and control of interfaces (configuration control).  Mulzer will 
implement a systematic and measurable change process that is consistent with Mulzer’s configuration management policy and will 
document it in the Mulzer’s operating procedures.  The implemented change process will ensure proposed changes are properly 
identified, prioritized, documented, coordinated, evaluated and adjudicated.  Approved changes will be properly documented, 
implemented, verified and tracked to ensure incorporation in all systems and spares. 

• Record and follow-up on the configuration records of e-PHI-containing systems or applications different configurations and permit 
its use by means of configuration statuses (configuration status accounting).  Status accounting information includes developing and 
maintaining site configuration data and the incorporation of modification data on systems and configuration items.  This 
configuration information must be available for use by decision-makers over the lifecycle of the application/or system. 

• Verify that the e-PHI-containing system (or application design) meets the required attributes and has been adequately documented as 
well as verification of compliance with the design in order to establish the application/or system configuration (configuration 
verification). 
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• Verify that the CM system is effective and meets the requirements and the system design meeting those requirements has been 
accurately documented before application/or system configuration is base-lined.  Verification takes the form of a functional 
configuration audit and a physical configuration audit (configuration audit). 

•  Operating procedures will be maintained to reflect the addition of new programs, the additions and deletions of configuration items, 
and changes. 

e.   Citations 

45 CFR § 164.308(a)(4) 
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3.06   Security Awareness and Training  
 

The Plan maintains security awareness and training for all employees with Access to any Mulzer e-PHI repository. 

Employees will review the Plan’s HIPAA Security Manual prior to receiving Access to any e-PHI repository and when changes to the 
Manual’s procedures occur.  

Security awareness training is key to minimizing Mulzer’s exposure to both malicious threats and accidental errors and omissions. 

a.   System and Application Training 

This policy sets forth a minimum standard for system and application security awareness to reduce Mulzer’s risk:  

• Proper uses and disclosures of the e-PHI stored in the application; 

• How to properly log on and log off the application; 

• Protocols for correcting user errors; 

• Instructions on contacting a designated person or help desk when e-PHI may have been altered or destroyed in error; and 

• Reporting a potential security breach. 

b.   HIPAA Security Training  

In addition to current employees with Access to any e-PHI repository, all new applicable employees are required to attend the appropriate 
training during orientation.  

c.   Security Reminders 

As determined by procedure and schedule, all workforce members will receive information and reminders on topics including, but not 
limited to: 
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• Security policies and revisions to information security policies or procedures 

• Information security controls and processes 

• Significant risks to Company information systems and data 

• Security best practices (e.g. how to choose a good password, how to report a security incident) 

• Information security legal and business responsibilities (e.g. HIPAA, business associate contracts) 

• New information security controls 

• Changes made to significant security controls 

• Changes to information security legal or business responsibilities 

• New threats or risks that arise against the Organization 

• Changes to the HIPAA Privacy and HIPAA Security Rules 

Methods for providing security information and awareness can include, but are not limited to: 

• e-Mail reminders 

• Posters 

• Workforce member meetings 

• Information system sign on messages 

• Newsletter articles 

• Websites 
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d.   Protection from Malicious Software 

This procedure defines anti-virus policy on every Mulzer computer Accessing the Plan’s e-PHI, including how often a virus scan is 
performed, how often updates are done and what programs are used to detect, prevent and remove malware programs.  It defines what type 
of file attachments are blocked at the mail server and what anti-virus program will be run on the mail server.  The procedure may specify 
whether an anti-spam firewall will be used to provide additional protection to the mail server.  It may also specify how files can enter the 
trusted network and how these files will be checked for hostile or unwanted content.  For example, it may specify that files sent to Mulzer 
from outside the trusted network will be scanned for viruses by a specific program.  The following minimum requirements will remain in 
force: 

• The anti-virus product will be operated in real time on all servers and Mulzer computers.  The product will be configured for real 
time protection. 

• The anti-virus library definitions will be updated at least once per day. 

• Anti-virus scans will be done a minimum of once per week on all user controlled workstations and servers. 

• No user will stop anti-virus definition updates and anti-virus scans except for domain administrators. 

• Employees will be instructed not to open e-Mails unless the message was expected in the course of business or was sent by a source 
known to the recipient. 

i)   e-Mail Server Policy 

The e-Mail server will have additional protection against malware since e-Mail with malware must be prevented from entering the network.  

ii)   e-Mail Malware Scanning 

In addition to having the standard anti-virus program, the e-Mail server or proxy server will also include server based antivirus protection 
which will be used to scan all e-Mail for viruses and/or malware.  This will scan all e-Mail as it enters and before it leaves the server.  When 
a virus and/or malware are found, the user or an IT representative will delete the e-Mail and notify either the sender or recipient.  Note that 
most viruses misrepresent the sender of the e-Mail.  
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iii)   Blocked Attachment Type 

The e-Mail server or proxy server will block all e-Mails with attachment types listed below.  This is because these attachment types typically 
contain active content which may be used to infect an employee’s computer with hostile software.  

Attachments with the following extensions are automatically blocked: 

• JS - JScript File 

• BAT - Batch File 

• EXE - Application 

• JSE - JScript Encoded Script File 

• PIF - Shortcut to MS-DOS Program 

• SCR - Screen Saver 

• VB - VBScript File 

• VBE - VBScript Encoded Script File 

• VBS - VBScript Script File 

• WSC - Windows Script Component 

• WSF - Windows Script File 

• WSH - Windows Scripting Host Settings File 

• LNK - Shortcut 
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iv) Anti-virus Warning Message

When an e-Mail contains an illegal file attachment, the e-Mail will be deleted and the user will be notified with an appropriate message. 
Users should be trained with respect to what files are blocked.

Diagram 3 ~ Security Awareness and Training Mapped to NIST Security Controls
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e.   Log-In Monitoring  

Mulzer and the Plan maintain procedures for monitoring login attempts and reporting discrepancies. 
 
The following data elements will be collected for audit purposes: 

• Media Access Control address (MAC address) 

• IP Address 

• Files Accessed 

• Failed Login Attempts 

• Information System Activity 

• Port Scans 

• Security Incidents 

• Successful Logins 

• Traffic Flow 

• User Credentials 

For systems containing e-PHI, logs that track successful and/or unsuccessful logins will be reviewed as needed.  Suspicious login activity 
will be reported and resolved in accordance with the Plan’s Security Incident Procedures (Section 3.07).  

f.   Password Management 

Employees with Access to the Plan’s e-PHI will comply with the Mulzer password management policy including, but not limited to, the 
following: 

• New passwords must be handled as confidential information, delivered by secure methods (including persons) by a signature-required 
delivery service, such as registered mail or by UPS or Federal Express. 
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• Passwords must be mixed upper case and lower case, with at least one letter, one symbol, and one numeral. 

• Passwords must be alphanumeric. 

• The password to a user account may be reset only at the request of the account holder. 

• After 5 or more successive invalid login attempts have been made to a particular user account, the account is to be disabled for a 
period of time. 

• Passwords shall not be sent through e-Mail unless encrypted. 

• Account holders shall not share their passwords with others, including administrative assistants and secretaries. 

• All users must change their passwords at least as frequently as every 60 days. 

• New user accounts must be established with an initial password that is pre-expired, requiring the account holder to select a new 
password upon initial use. 

• Passwords must be 6 characters in length 

g.   Special Situations 

SECTION INTENTIONALLY LEFT BLANK. 

h.    Citations 

45 CFR § 164.308(a)(5) 
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3.07   Security Incident Procedures 
 

In order to avert or minimize potential compromises of e-PHI, the Plan maintains procedures addressing security incidents.  

a.  Overview 

Security Incident includes unauthorized probing and browsing; disruption or denial of service; altered or destroyed input, processing, storage 
or output of information; or changes to information system hardware, firmware or software characteristics with or without the users’ 
knowledge, instruction or intent.  Security incidents include, but are not limited to, detection of virus, worm, adware, spyware, Trojan horse 
and/or any malware; unauthorized use of computer accounts and computer systems; as well as complaints of improper use of information 
resources.  Additional examples of possible incident categories include: compromise of system integrity, denial of system resources, illegal 
Access to a system (either a penetration or an intrusion), malicious use of system resources, or any kind of damage to a system. 

The steps involved in handling a security incident generally include five stages: 

• Protection of the system; 

• Identification of the problem; 

• Containment of the problem; 

• Eradication of the problem; and 

• Recovering from the incident and the follow-up analysis. 

The actions to be taken for security incidents are outlined below.  

b.   Response and Reporting 

i)   All Users 

All users should be alert to possible scenarios that may signal security incidents, including:  
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• User sees a strange process running and accumulating a lot of CPU time.  

• User discovers an intruder logged into his/her system.  

• User discovers a virus has infected his/her system.  

• User sees that someone from a remote site is trying to penetrate the system.  

• User notice lost or missing equipment.  

• User notices new, unauthorized equipment. 

ii)   IT Staff 

IT staff will remain alert to signs that may signal security incidents have occurred or are occurring, including but are not limited to, the 
following: 

• The network intrusion detection sensor alerts when a buffer overflow attempt occurs against an FTP server.  

• The antivirus software alerts when it detects that a host is infected with a worm.  

• The Web server crashes.  

• Users complain of slow access to hosts on the Internet.  

• The system administrator sees a filename with unusual characters.  

• The user calls the appropriate Mulzer personnel to report a threatening e-Mail message. 

• The host records an auditing configuration change in its log. 

• The application logs multiple failed login attempts from an unfamiliar remote system. 

• The e-Mail administrator sees a large number of bounced e-Mails with suspicious content. 
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• The network administrator notices an unusual deviation from typical network traffic flows.  

IT staff will also be vigilant to common precursors to an attack, including the following:  

• Unusual port scans of a group of targeted hosts.  

• Web server log entries that show the usage of a Web vulnerability scanner.  

• An announcement of a new exploit that targets a vulnerability of the organization’s mail server. 

• A threat from a hacktivist group stating that the group will attack the organization.  

c.   Breaches and Security Incidents 

The following procedures may be modified to conform with Mulzer’s HIPAA Privacy Policies and Procedures: 

i)   HIPAA ‘Breach’ Events 

Individuals will inform the Security Official and Privacy Official (or their designees) immediately in the event of a security incident resulting 
in a suspected or confirmed unauthorized Access, use or disclosure of e-PHI as defined in 45 CFR, Subpart D.  The Plan’s HIPAA Security 
and Privacy Officials will work together with other appropriate staff to determine whether the incident constitutes a breach event under the 
HIPAA rule.  If a breach event has occurred, they will implement the specific breach event activities and measures contained in the Plan’s 
HIPAA Privacy Policies and Procedures. 

ii)   All Security Incidents 

Individuals will inform the Security Official (or his or her designee) in the event of a security incident that has compromised e-PHI or other 
circumstances where the Plan’s reliance on the Integrity and Availability of e-PHI is materially affected.  All pertinent information regarding 
a security incident will be logged, including date and times, people contacted and e-PHI applications or repositories affected.  A written log 
will be kept for all security incidents.  

At a minimum, the following information should be logged: 

• The current status of the incident;  
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• A summary of the incident;  

• Actions taken by all incident handlers on this incident;  

• Contact information for other involved parties (e.g., system owners, system administrators);  

• A list of evidence gathered during the incident investigation;  

• Comments from incident handlers; and  

• Next steps to be taken (e.g., waiting for a system administrator to patch an application).  

The Plan will ensure that the following actions occur:  

• Assess the severity of the incident;  

• Contain and mitigate the impact; 

• If feasible, make a backup of the infected system(s) or application(s) to prevent attacker from removing evidence of his or her 
activities;  

• If feasible, determine if the hacker has left any programs or files on the infected system(s); and 

• Check all logs for any suspicious activity.  

iii)   Containment and mitigate the impact 

Any system, network, or security administrator who observes an intruder on a Mulzer network or system will take action to terminate the 
intruder’s Access immediately.  Affected systems, such as those infected with malicious code or systems Accessed by an intruder, will be 
isolated from the network until the extent of the damage can be assessed.  System and/or security administrators will quickly eliminate the 
method of Access used by the intruder and any related vulnerabilities. 

iv)   Investigate and document the incident 

Every effort will be made to save log files and system files that could be used as evidence of a security incident.  This includes backing up 
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the affected environment; thoroughly documenting all activities performed on the affected platform or environment to contain, mitigate and 
restore the environment; storing any potential evidence, such as drives, diskettes or tapes, in a locked container; and documenting and 
controlling the movement and handling of potential evidence in order to maintain a chain of custody.  The Security Official (or his/her 
designee) will serve as the focal point for collection of evidence.  

v)   Restore systems and data. 

The extent of damage must be determined.  If the damage is serious and the integrity of the data is questionable, a system shutdown and 
reloading of operating systems and/or data may be required.  Management notification is required if mission critical systems must be taken 
off line for an extended period of time to perform the restoration.  

Notify regulators and affected parties, if needed.  Any public release of information concerning a computer security incident will be 
coordinated through the HIPAA Security Official and any other appropriate Mulzer leadership. 

vi)   Closing Out an Incident 

Closing an incident indicates that the incident has been completely contained and remediated.  Additionally, an incident cannot be closed 
until the final incident report is completed.  The final incident report must include the following eighteen (18) items: 

• Incident Number  

• Incident description 

• Time declared 

• Assets involved 

• Data involved 

• Personnel involved 

• Extent of damage 

• Time to Detect  
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• Time to contain 

• Containment steps 

• Time to remediate 

• Remediation steps 

• Response plan 

• Action log 

• Lessons learned 

• Date Closed 

• Time Closed 

• Incident Closure Approval 

d.   Security Incident Response Policy 

i)   Response for Computer Viruses and Worms 

Individuals and information technology support professionals are expected to: 

• prevent computer equipment under their control from being infected with malicious software by the use of preventive software and 
monitoring; 

• take immediate action to prevent the spread of any acquired infections from any computers under their control; and 

• If necessary shut down computers or parts of the network to stop the spread of viruses or worms. 
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ii)   Response and Procedures for dealing with individuals presenting a threat to the network or computers 

• Staff should attempt to stop any IT security incident as it occurs. Powering-down the affected computer or disconnecting it from the 
organization's network will stop any potentially threatening activities. 

• Staff should report suspected IT security incidents to an information technology support professional. IT professionals will help 
assess the problem and determine how to proceed, including consideration of actions to repair the system, restore service, preserve 
evidence of the incident, and identify corrective steps to prevent similar security incidents from reoccurring. 

• Following the report, staff should comply with directions provided by IT support staff or the IT Security Response Team. 

• Accounts that may have been compromised are to be disabled. 

iii)   Security Incidents Response by IT Security Professionals 

Information technology support professionals have additional responsibilities for IT security incident handling and reporting for both the 
systems they manage personally for their departments and the systems of users within their departments. In the case of an IT security 
incident, IT support staff should: 

• Respond quickly to reports from individuals; 

• Take immediate action to stop the incident from continuing or recurring; 

• Preserve appropriate forensic evidence; 

• Restore the system to service using last known secure backups of the system; 

• Check and preserve logs of any suspicious activities; and 

• The IT Security Response Team or Security Official will notify the Plan's HIPAA Privacy Official in the event that a security 
incident results in the improper disclosure, use, or access of an individual's e-PHI and will work with the Privacy Official (or his or 
her designee) to satisfy any PHI breach reporting required under HIPAA. 
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iv)   Post Security Incident Lessons Learned 

Following an IT security incident, a post security incident report shall be prepared by the IT Security team on the IT space in the Mulzer 
Wiki. This report shall include the following information: 

• Summary of the Incident 

• Incident Handling Actions: 

o Log of actions taken by all handlers 

o Contact information for all involved parties 

o List of evidence gathered 

• Incident Handler Comments 

• Cause of the Incident (e.g., improperly configured application, not patched host) 

• Cost of the Incident 

• Business Impact of the Incident 

• After a threat assessment suggest any changes that can eliminate the risk of future occurrence 

v)   IT Security Incident Planning and Training. 

IT professionals tasked with responsibility for responding to IT security incidents shall review, every year, NIST SP 800-61, Computer 
Security Incident Handling Guide Recommendations of the National Institute of Standards and Technology or receive similar training in a 
classroom or seminar setting. Following the training and review the responsible person should 

• Review previous security incidents. 

• Review previous policies. 

• Review implementation of procedures and policies. 
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• Make or suggest appropriate changes to bring the company into compliance or to a top state of readiness. 

• Provide training on communication to appropriate company personnel. 

• Keep all security related devices, appliances and software on the latest, most stable, known good version of software or patches. 

e.   Citations 

45 CFR § 164.308(a)(6) 
45 CFR, Subpart D 
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3.08   Contingency Plan 
 
On behalf of the Plan, Mulzer maintains a contingency plan that includes procedures for responding to an emergency or other occurrence (for 
example; fire, vandalism, system failure and natural disaster) that damages systems and/or applications containing e-PHI. 

a.   Data Backup Plan 

The extent to which a backup is needed will be determined by the Plan’s periodic risk analyses.  Categories of e-PHI that require an exact 
retrievable copy are listed under e-PHI Backup found within Section 10.0(b) of this Manual.  Those categories of e-PHI where regular 
backups are not maintained are not needed for the Plan’s continued operation.  

b.   Disaster Recovery Plan 

Mulzer will restore lost, damaged or destroyed e-PHI from regularly maintained backups or other outside sources (e.g., third-party vendors).  
See the Plan’s e-PHI Backup Safeguards in Section 10.0(b) for specific details.  Please also review Mulzer’s corporate disaster recovery 
plan.  

In the event of a disruption of operations, the following mechanisms are used to support continued data processing needs: 

• In-house or External Supply of Hardware Replacement 

• Multiple Centers 

• Mutual Aid Agreements 

c.   Emergency Mode Operation Plan 

Mulzer will permit Access control overrides during emergency situations.  Only authorized personnel are permitted to re-enter a Facility 
after a fire drill or other evacuation procedure.  In addition, to the extent feasible, security measures are continued during an emergency. 

d.   Testing and Revision Procedures 

Mulzer will perform the following disaster recovery tests on a periodic basis:  
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• Checklist Test - Copies of the plan are distributed to each business unit 

• Structured - Walkthrough - Business unit management meet and walk through the disaster recovery plan 

• Simulation Test - All operational and support personnel expect to perform during an actual emergency meet in a practice session 

e.   Applications and Data Criticality Analysis 

See Risk Management (Section 3.02b) for the Plan’s Applications and Data Criticality Analysis procedure.  

f.   Citations 

45 CFR § 164.308(a)(7) 
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3.09   Evaluation  
 

Mulzer will review its security policies and procedures when new technology is implemented to verify that no vulnerabilities to e-PHI are 
created from the adoption of the new technology. 

Mulzer will review its security policies and procedures in response to the identification of new risks and vulnerabilities to its infrastructure, 
data or systems.  John Pittman shall institute necessary changes to the appropriate policy and/or procedure and document the reason for the 
required changes. 

See also Risk Management (Section 3.02b) for the Plan’s Evaluation procedure. 
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Diagram 4 ~ Data Security Controls

a. Citations

45 CFR § 164.308(a)(8)
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3.10   Information Classification  
 
The purpose of this Policy is to ensure that all e-PHI is evaluated, properly classified and labeled and that the appropriate Access controls are 
implemented to protect that data. 

a.   Roles and Responsibilities 

The Privacy and Security Official will be responsible for providing data classification and labeling standards, enterprise-wide control 
procedures and guidelines. 

Divisions and offices will be responsible for implementing data classification, labeling and control procedures.  The classification and 
assignment of security levels will be maintained on the IT Resource Inventory. 

b.   Implementation 

The following classifications will be assigned and maintained.  The determination or assignment of security classifications to information 
contained in computerized business applications provides a framework to establish the criticality of the applications.  The system owner or 
affiliated employees will determine the classification of data confidentiality, availability risk and integrity.  The overall security level for an 
application is the highest of the three classification assessments (confidentiality, availability and integrity). 

i)   Determination of Data Confidentiality 

A process and guidelines will be developed and maintained by the HIPAA Security Official, with consultation from other responsible 
divisions/offices, that will enable the system owner, data custodian and other key individuals to make decisions regarding the confidentiality 
of data.  This classification will establish the general requirements for the implementation of security controls.  The determination of 
sensitivity will be documented and maintained on file with the system owner.  The three (3) general categories are: Confidential (Sensitive), 
Public (Non-sensitive) and Internal Use Only.  

• Confidential. Assign the confidential level to applications with data that (1) state or federal laws have labeled as being 
“confidential”; (2) could cause significant impact to the division or office in the form of financial loss or loss of credibility in the 
event of unauthorized disclosure; or (3) must be protected and accessible on a predetermined, need to know basis.  

• Public. Assign the public level to applications with data that (1) state or federal laws have labeled as being “public”; or (2) is freely 
available and unrestricted.  
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• Internal Use Only. Assign the internal use only level to applications with data that can be appropriately labeled as such.  

By way of illustration only, some examples of Confidential Data include: 

• Medical records 

• Student records and other non-public student data 

• Social Security Numbers 

• Personnel and/or payroll or records 

• Bank account numbers and other personal financial information 

• Any data identified by government regulation to be treated as confidential or sealed by order of a court of competent jurisdiction. 

ii)   Determination of Risk 

If the established data classification is confidential or Sensitive, then further classification must be made on the basis of risk.  Mulzer’s 
Privacy and Security Officials may develop a more detailed process to determine these sub-categories.  Absent additional guidance, the 
following guidelines may be used:  

• Low. An incident will likely have a limited adverse effect on Mulzer or Plan operations (including mission, functions, image or 
reputation), assets or individuals.  The event could be expected to cause a negative outcome or result in limited damage to operations 
or assets, requiring minor corrective actions or repairs.  

• Medium. An incident that will likely have a serious adverse effect on Mulzer or Plan operations (including mission, functions, image 
or reputation), assets or individuals.  The event could be expected to cause significant degradation in mission capability, place the 
agency at a significant disadvantage, or result in major damage to assets thereby requiring extensive corrective actions or repairs.  

• High. An incident that will likely have a severe or catastrophic adverse effect on Mulzer or Plan operations (including mission, 
functions, image or reputation), assets or individuals.  The event could be expected to cause a loss of mission capability for a period 
that poses a threat to human life or results in a loss of major assets.  

iii)   Determination of Integrity Classification 
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Three (3) classifications of data integrity may be used: 

• Low.  Applications with data that, if destroyed or improperly altered, could result in minor damage to division or office operations, 
minor financial loss or minor harm to individuals.  

• Moderate.  Applications with data that, if destroyed or improperly altered, could result in significant damage to division or office 
operations, significant financial loss or significant harm to individuals.  It would not involve loss of life or serious life-threatening 
injuries however.  

• High.  Applications with data that, if destroyed or improperly altered, could result in severe or catastrophic damage to division or 
office operations, major financial loss or major harm to individuals.  The damage could involve loss of life or serious life-threatening 
injuries.  

iv)   Application/System Classification of Availability 

The availability classification is determined by the system owner, based upon the overall classification levels determined above.  The 
recovery category determines how soon the application and the network should be available and on line after disaster or other malfunction.  
These classifications will be used in the Business Continuity and Disaster Recovery Plans and testing. 

• High - Level One (overall security classification is high) 2 to 4 days.  

• Medium - Level Two (overall security classification is moderate) 5 to 9 days.  

• Low - Level Three (overall security classification as moderate) 10 or more days.  

v)   Data Classification Labeling and Access Controls 

Specific controls for Mulzer e-PHI-containing applications are listed in Section 10 of this manual.  These controls protect the following types 
of information processing activities: 

• Copying; 

• Storage; 

• Transmission by mail, facsimile, Internet, intranet and e-Mail; 
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• Transmission by spoken word, including mobile telephone phone, voicemail and answering machines; and 

• Destruction. 

Output from systems containing information classified as being sensitive or critical will “as feasible” carry an appropriate classification label 
in the output.  Items for consideration include electronic reports, screen displays, recorded media (tapes, disks, CDs, cassettes), electronic 
messages and file transfers.  Physical labels may be appropriate for some e-PHI-containing media (tapes, CDs); however, data in purely 
electronic form cannot be physically labeled.  An electronic means of labeling should be implemented as applicable.  

vi)   Application/System Security Controls 

Mulzer applications/systems will implement the appropriate security controls to minimize risk in the production or operating environment.  
The type of controls necessary will be commensurate with the determination of data confidentiality or sensitivity, integrity and availability 
levels.  The HIPAA Privacy and Security officials will define the controls necessary as part of the information system review process.  

c.   Citations 

45 CFR  § 164.308(a)(8) 
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4.0   Physical Safeguards 
 

4.01   Overview 
On behalf of the Plan, Mulzer maintains procedures to protect applications, systems and related facilities and equipment housing e-PHI from 
natural and environmental hazards, unauthorized intrusion and other Threats.  Physical Safeguards include the following sections of this 
Manual:  

Section 4.02 - Facility Access Controls 

Mulzer will limit physical Access to electronic Information Systems and the facilities in which they are housed while ensuring that properly 
authorized Access is allowed.  

Section 4.03 - Workstation Use 

Mulzer will specify the proper Workstation functions to be performed, the manner in which those functions are to be performed and the 
characteristics of the physical surroundings of Workstations that can Access e-PHI.  

Section 4.04 - Workstation Security  

Mulzer will restrict right of entry to all Workstations that can Access e-PHI to authorized users.  

Section 4.05 - Device and Media Controls  

Mulzer will govern the receipt and removal of hardware and Electronic Media that contain e-PHI into and out of a Facility and the movement 
of these items within the Facility.  
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4.02   Facility Access Controls  
 

On behalf of the Plan, Mulzer will maintain Facility Access controls to implement policies and procedures that: 

• safeguard the facility and the equipment therein from unauthorized physical access, tampering, and theft; 

• control and validate a person’s access to facilities based on their role or function, including visitor, vendor or consultant access and 
access to software programs for testing and revision; and 

• document repairs and modifications to the physical components of a facility which are related to security (for example, hardware, 
walls, doors, and locks). 

a.   Contingency Operations 

When reasonable and practical, employees and emergency personnel will be given Access to assist in the restoration of lost data.  For 
additional related procedures see: Data Backup Plan (Section 3.08a), Disaster Recovery Plan (Section 3.08b) and Emergency Mode 
Operation Plan (Section 3.08c).  In addition, the facility-specific Physical Safeguards detailed in Section 11.0 of this Manual are 
implemented in support of contingency operations.  

b.   Facility Security Plan 

Mulzer will safeguard its equipment from unauthorized physical Access, tampering and theft.  The Physical Safeguards detailed in Section 
11.0 will be implemented to support Facility perimeter security. 
 
Mulzer is scheduled to terminate the security position in mid-January 2012.  This was the employee who did security checks on the building 
throughout the night. 

c.   Access Control and Validation Procedures 

• Mulzer will control and validate a person’s Access to e-PHI using physical Access controls including perimeter and visitor Access 
controls detailed in Section 11.0. 
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• Facility access controls will be configured to validate all access by members of the workforce to facilities and systems.  Access 
controls will be enforced to ensure no access to e-PHI occurs in any unauthorized manner. 

• Mulzer will continually assess potential risks and vulnerabilities to e-PHI and develop, implement and maintain appropriate 
safeguards to ensure compliance with the requirements of the HIPAA Security Rule. 

Effective December 2011, the front and back glass doors will have glass breakage sensors that will call the police if activated.  The back 
door of the office will always be locked.  Employees will be given a “FOB” key (looks like the remote for cars) and time constraints will be 
issued for employees’ availability to the office – such as JB may have 24 hour access – others may be 7 am – 5 pm.  This will require all 
‘visitors’ to come through the front door to see the receptionist. 

d.   Maintenance Records 

• Mulzer will maintain a log of repairs and modifications to all physical security safeguards including hardware, locks, doors and walls 
as specified for facilities listed in Section 11.0 of this manual. 

• Mulzer will identify the components of its physical infrastructure that are essential to security.  The appropriate staff position must 
oversee any security-relevant physical modifications.  A maintenance record must be created for each modification made to the 
physical site, facility or building.  Such information must be securely stored. 

e.   Citations 

45 CFR § 164.310(a)(2) 
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4.03   Workstation Use  
 

Employees will limit their Access and use of e-PHI-containing systems, applications and/or Workstations in accordance with Section 13, 
entitled Access Control List.  In addition, employees will be prohibited from attempting to bypass security protections and must follow all 
relevant security measures including: Authorization and/or Supervision (Section 3.04a), Facility Access Controls (Section 4.02), Workstation 
Security (Section 4.04), Access Control (Section 5.02), Audit Controls (Section 5.03), Person or Entity Authentication (Section 5.05) and 
Transmission Security (Section 5.06).  

a.   Citations 

45 CFR § 164.310(b) 
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4.04   Workstation Security 
 

On behalf of the Plan, Mulzer will impose the following requirements for all Workstations that have Access to e-PHI-containing systems or 
applications:  

• Require a password to start up and return from a screen saver to protect information stored on the hard drive and displayed on the 
user’s screen. 

• Require users to lock their office when left for extended periods of time to restrict physical access to computer. 

• To the extent possible, equipment is located in areas that have some degree of physical separation from the public and, where 
possible, face away from public view. 

See also Facility Access Controls (Section 4.02). 

a.   Citations 

45 CFR § 164.310(c) 



 

 
Section 4.0 ~ Physical Safeguards 
©2010 Mercer LLC, All Rights Reserved 

 
Page: 53 

 

4.05   Device and Media Controls  
 
Mulzer maintains the following policies and procedures pertain to the receipt and removal of hardware and electronic media that hold e-PHI.  
The policies on Device and Media Controls address the movement of these protected assets within as well as into and out of the 
Organization.  The policies pertain to the use of hard drives, storage systems, removable disks, floppy drives, CD ROMs, PCMCIA cards, 
memory sticks, USB storage devices and all other forms of removable media and storage devices.  This following governs the receipt and 
movement of hardware and electronic media that contain e-PHI within the Facility and the sanitation, destruction and discarding of such 
hardware and Electronic Media. 

a.   Accountability 

i)   Media Tracking 

Mulzer will maintain Audit logs tracking the location (and/or movement) of both hardware and Electronic Media that contain e-PHI. 

ii)   Media Labeling 

Mulzer will label Electronic Media containing e-PHI as follows:  

• All electronic devices that have a data storage capability shall be inventoried with notations as to location, assigned user(s) and 
assignment dates.  Inventories shall be retained for a minimum of six years. 

• The user who transfers protected health information to removable media or to a portable device is responsible for the protection of 
that data as long as it resides on the portable media or device or until it is transferred to another user.  

• The obligation to protect includes, but is not limited to: 

o appropriate storage; 

o physical security during transport and use away from Organization’s facilities; and 

o appropriate final disposition. 
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• Appropriate Staff Position shall develop a procedure to determine when an exact retrievable copy of e-PHI is required prior to the 
movement of equipment storing such e-PHI. 

b.   Data Backup and Storage 

Prior to moving equipment containing e-PHI, Mulzer employees will create a retrievable, exact copy of the e-PHI (e.g., using a tape back-up, 
imaging the hard drive or copying the e-PHI onto a network hard drive). 

In addition, employees are expected to: 

• Prior to disposing of any storage device or removable media, all e-PHI shall be removed in accordance with approved data 
destruction protocols. 

• If the device or media contains the only copy of e-PHI that is required or needed, a retrievable copy of the e-PHI must be made prior 
to disposal. 

• If the device or media contains e-PHI that is not required or needed, and is not a unique copy, an appropriate data destruction tool 
must be used to destroy the data on the device or media prior to reuse or disposal. 

c.   Citations 

45 CFR § 164.310(d) 



 

 
Section 4.0 ~ Physical Safeguards 
©2010 Mercer LLC, All Rights Reserved 

 
Page: 55 

 

4.06   Destruction of Electronic Devices 
 

IT staff and/or management within offices in need of destruction of electronic equipment are responsible for the secure destruction of 
electronic data stored on any electronic equipment. 

a.   Documentation of Destruction 

To ensure that electronic devices are destroyed, IT personnel or a bonded destruction service must carry out the destruction of e-PHI. 

Equipment destroyed and disposed of by IT personnel without the support of a contracted destruction company must keep a log of all 
destroyed and discarded equipment.  

If a device’s destruction is outsourced, the destruction company must provide Mulzer with a certificate of destruction that contains the 
following information:  

• Date of destruction;  

• Method of destruction;  

• Description of the disposed records;  

• Inclusive dates covered;  

• A statement that the records have been destroyed in the normal course of business; and  

• The signatures of the individuals supervising and witnessing the destruction. 

The certificate of destruction must be submitted to the Security Official (or his or her designee.)  If equipment is donated, a receipt of 
donation is required. 

b.   Citations 

45 CFR § 164.310(d) 
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4.07   Media Disposal and Sanitization 
 
 

a.  Media Destruction 

All personnel must strictly observe the following standards relating to disposal of Electronic Media and devices.  There are four methods of 
media sanitization, each appropriate for different situations and each provide varying levels of protection for the confidentiality of the 
information contained on the media (see descriptions in chart below).  If the media will be reused, and will be leaving organization control, 
purging should be selected as the sanitization method.  If the media will be reused, and will not be leaving organization control, clearing is a 
sufficient method of sanitization.  If the media will not be reused at all, destroying is the method for media sanitization.  

Type Description 

Disposal 
Discarding media without sanitizing.  Appropriate if a loss of confidentiality of the information would have no impact 
on the organization.  Disposal without sanitization or destruction is never an appropriate method for e-PHI-containing 
media. 

Clearing Protects confidentiality of information against keyboard attack.  Overwriting is an acceptable method of clearing. 

Purging 
Protects confidentiality of information against laboratory attack.  Executing the secure erase firmware command on a 
disk drive and degaussing are acceptable methods of purging.  Degaussing is not effective for optical media (e.g., CDs, 
DVDs). 

Destroying 
Intent is to completely destroy the media.  Can be accomplished using a variety of methods including disintegration, 
incineration, pulverizing, shredding and melting.  Optical media (e.g., CDs, DVDs) must be destroyed by pulverizing, 
shredding or incineration. 

Mulzer generally follows the National Institute of Standards & Technology (NIST) Special Publication 800-88, Guidelines for Media 
Sanitization, specifically:  

• Verifying the success of the media sanitization and disposal process will be performed to ensure information confidentiality is 
maintained.  A representative sample of the sanitized media will be selected and tested for proper sanitization.  
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b.   Media Sanitization 

Mulzer will ensure proper sanitization of all Electronic Media containing e-PHI before it is transferred from the custody of its current 
custodian.  The proper sanitization method depends on the type of media and the intended disposition of the media.   

Mulzer employees will not use formatting or other similar methods for sanitizing media.  Formatting or deleting information removes 
information from storage media so that the information is unreadable.  However, special utility software or techniques can be used to recover 
the cleared data.  

Mulzer will overwrite e-PHI by replacing previously stored data on a drive or disk with a random pattern of meaningless information at least 
eight (8) times.  This process is intended to render the data unrecoverable. 

Hard disk drives may be purged either in an NSA/CSS-approved automatic degausser or by disassembling the hard disk drive and purging 
the enclosed platters with an NSA/CSS-approved degaussing wand.  

**Degaussing any current generation hard disk will render the drive permanently unusable. 

Mulzer will destroy Electronic Media when no longer needed.  This may include physically damaging the Electronic Media so that it is not 
usable by any device that may normally read electronic information (such as a computer, tape reader, audio or video player). 

• Disintegration, Pulverization, Melting and Incineration.  These methods are designed to completely destroy the media.  They are to be 
carried out at an outsourced metal destruction or licensed incineration facility with the specific capabilities to perform these activities 
effectively, securely and safely.  Microforms (microfilm, microfiche, or other reduced image photo negatives) must be destroyed by 
burning.  When material is burned, residue must be reduced to white ash. 

• Shredding.  Paper shredders can be used to destroy flexible media such as diskettes once the media are physically removed from their 
outer containers.  The shred size of the refuse should be small enough that there is reasonable assurance in proportion to the data 
confidentiality that the data cannot be reconstructed. 

• Mulzer will require vendors repairing or recovering data from any hard drive containing e-PHI to sign Business Associate 
Agreements.  Once the e-PHI is recovered or the hard drive is repaired, the original hard drive must be returned to the owner so that 
the owner can properly dispose of the hard drive.  

IT staff will refer to NIST Special Publication 800-88, Guidelines for Media Sanitization Recommendations of the National Institute of 
Standards and Technology (Revision 1) for additional guidance with respect to specific questions.  See Section 9.02.  
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c.  Citations 

45 CFR § 164.310(d) 
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5.0   Technical Safeguards 
 

5.01   Overview 
On behalf of the Plan, Mulzer maintains technology procedures to protect and control Access to e-PHI.  They are designed to guard against 
unauthorized Access to or alteration of e-PHI that is stored in an application or system or that is transmitted over a communications network.  
The Technical Safeguards include the following sections of this Manual:  

Section 5.02 - Access Control  

Mulzer will maintain procedures to grant and allow Access to electronic Information Systems that contain e-PHI to only those persons or 
software programs that have appropriate Access rights.  

Section 5.03 - Audit Controls  

Mulzer will maintain procedural mechanisms and processes that record and examine activity in Information Systems that contain or use e-
PHI.  

Section 5.04 - Integrity 

Mulzer will maintain procedures to protect e-PHI from improper or unauthorized alteration or destruction.  

Section 5.05 - Person or Entity Authentication 

 Mulzer will verify that a person or entity seeking Access to e-PHI is the one claimed.  

Section 5.06 - Transmission Security 

 Mulzer will guard against unauthorized Access to e-PHI that is being transmitted over an electronic communications network.  
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5.02   Access Control  
 

Mulzer will restrict Access to applications or systems that contain e-PHI to those users that require Access to e-PHI to carry out the Plan’s 
administrative functions by the following administrative Policies and Procedures: Sanction Policy (Section 3.02c), Information System 
Activity Review (Section 3.02d), Authorization and/or Supervision (Section 3.04a), Termination Procedures (Section 3.04c) and Information 
Access Management (Section 3.05). 

Access is restricted by the application level technical safeguards detailed in Section 10.0.  

a.  Unique User Identification 

Mulzer will require user Authentication for all employees seeking Access to network applications or systems containing e-PHI.  That 
Authentication will require a unique identifier (e.g., a unique name and/or number) for each user.  See also Person or Entity Authentication 
(Section 5.05).  Employees are instructed not to allow others to use their unique user ID and password, smart card or Authentication 
information.  Employees will make a reasonable effort to verify the Authentication of the person or entity receiving e-PHI prior to 
transmission.  

Anonymous users will not be permitted Access to e-PHI.  All vendor-supplied passwords will be changed when new software or hardware is 
added to an electronic Information System containing e-PHI or when new software or hardware has Access to such a system.  

b.  Emergency Access Procedure 

Mulzer will use the following Contingency Plan (Section 3.08) procedures for obtaining necessary e-PHI during an emergency:  

• Data Backup Plan (Section 3.08a)  

• Disaster Recovery Plan (Section 3.08b)  

• Emergency Mode Operation Plan (Section 3.08c)  
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c.  Automatic Logoff 

Employees will log off and secure Workstations when not in use.  In addition, the Plan will impose the following requirements for all 
Workstations that have Access to e-PHI-containing systems or applications: 

• Removal of applications that increase the vulnerability of computers such as Peer-to-Peer (P2P) file sharing. 

• Whole Disk Encryption. 

• The operating system is configured to end a user session after a period of inactivity. 

• A screen saver with a password is used to secure a workstation after a period of inactivity. 

• Auto logout is used to log a user off after the screen saver has been running for a predetermined period. 

Facility Access Controls (Section 4.02) addresses additional Physical Safeguards that will be implemented to protect the security of 
Workstations. 

d.  Encryption and Decryption 

As appropriate and consistent with guidelines established by the Security Official, e-PHI will be encrypted when stored and decrypted as 
detailed in section 10. 

e.  Technical Perimeter Control 

i)   Firewalls 

The following firewalls are used, as perimeter controls, to protect e-PHI-containing systems from unauthorized Access from external 
sources: 

• Packet Filtering Firewalls (also known as a screening router) 

• Application Level Firewall (also known as a proxy server) 

• Stateful Inspection Firewalls 
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• Dynamic Packet Filtering Firewall 

ii)   Network Intrusion Detection System 

The following network intrusions detection applications (or systems) are used, as perimeter controls, to protect e-PHI-containing systems 
from unauthorized Access from external sources:  

• A whitelist is a list or compilation identifying persons or organizations that are accepted, recognized or privileged. 

• Network Intrusion Detection System (NIDS) - An NIDS monitors packets on the network wire and attempts to discover if a 
hacker/cracker is attempting to break into a system (or cause a denial of service attack). 

• Log File Monitors (LFM) - An LFM monitors log files generated by network services. In a similar manner to NIDS, these systems 
look for patterns in logs that suggest an intruder is attacking. 

• A blacklist (or black list) is a list or register of persons who, for one reason or another, are being denied a particular privilege, service, 
mobility, access or recognition.  

iii)   Network Audit Controls 

SECTION INTENTIONALLY LEFT BLANK. 

See also Protection from Malicious Software (Section 3.06c) 

f.  Citations 

45 CFR § 164.312(a) 
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5.03   Audit Controls  
 

The following Audit controls will be implemented to identify suspect data Access, assess the effectiveness of Mulzer’s security program and 
respond to potential weaknesses.  Audit logs will be reviewed periodically or at least as needed. 

Mulzer will monitor:  

• Media Access Control address (MAC address) 

• IP Address 

• Files Accessed 

• Failed Login Attempts 

• Information System Activity 

• Port Scans 

• Security Incidents 

• Successful Logins 

• Traffic Flow 

• User Credentials 

Audit logs will be maintained by the application and/or systems containing or having Access to e-PHI.  Audit logs will be archived in an off-
line repository (not the local system) for a retention period to be determined by John Pittman. 

See also Information System Activity Review (Section 3.02d), Log-in Monitoring (Section 3.06d) and Security Incident Procedures (Section 
3.07).  
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a.  Citations 

45 CFR § 164.312(b) 
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5.04   Integrity 
 

On behalf of the Plan, Mulzer maintains procedures to protect e-PHI from improper alteration or destruction. 

a.   Background 

Several potential threats exist which can result in the corruption or loss of machine-readable data, including e-PHI, in a distributed 
computing environment.  These threats can be classified in the general categories of hardware failure, user error and system contamination. 

• Hardware Failure. Loss of data as a result of hardware failure is a byproduct of the fact that most computers use magnetic media 
(i.e. hard disks, backup tapes, etc.) to store data.  While this technology is generally reliable, data can be lost through either the 
gradual decomposition of the magnetic media itself or the failure of the mechanical components used to read and write data from the 
media.  The media and mechanical components have a limited time of operational usefulness which can last as little as six months or 
up to several years.  However, over a period of time, the media and the mechanical components will fail, resulting in possible loss of 
data if adequate precautions are not taken. 

• User Error.  The second potential threat to loss of data is attributable to user error.  In most cases, individual microcomputer users 
have the ability to erase the entire contents of a magnetic disk.  If a backup of the data that has been accidentally erased does not 
exist, it may be impossible to recover the data. 

• Contamination.  The third potential threat to the loss of data can occur as a result of system contamination, usually caused by a 
computer virus.  Computer viruses, of which several hundred “strains” have been identified, can be introduced into a system in a 
number of ways. 

b.  Transmission Integrity and Authentication 

Mulzer will verify that e-PHI contained within electronic repositories and/or electronic messages have not been altered or destroyed in an 
unauthorized manner by using the electronic mechanisms detailed in Section 10 of this Manual, entitled Application Level Security Controls. 

c.  Data Integrity 

Mulzer will use mechanisms to minimize the possibility of e-PHI being altered or destroyed, such as the proper allocation of file and account 
rights and the use of RAID-controlled storage, error corrected (ECC) memory and nightly back-ups. 
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d.  Citations 

45 CFR § 164.312(c) 
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5.05   Person or Entity Authentication  
 

Mulzer will require Authentication mechanism(s) to verify user identity of persons Accessing e-PHI-containing applications/or systems.  
Refer to Section 10.0 for technical controls and Section 11.0 for physical controls.  

a.  Authentication Mechanism 

• Any person or entity seeking access to any network, system or application that contains Mulzer e-PHI must verify their identity. 

• Mulzer will make reasonable efforts to verify the identity of the receiving person or entity prior to transmitting e-PHI.  Examples of 
reasonable and appropriate methodologies are: a unique user identification and password combination, smart cards, or biometric input 
before being granted access to that resource. 

b.  Prohibition Against Misrepresentation 

• No person or entity seeking access to any Mulzer network, system or application shall misrepresent themselves by using another 
person or entity’s identity such as using another person’s User ID and Password, smart card or other authentication information when 
attempting to gain access to resources. 

• No person or entity (other than a network of system administrator) shall allow unauthorized persons or entities to use their 
authentication credentials such as User IDs and passwords, smart cards or any other authentication information. 

c.   Citations 

45 CFR § 164.312(d) 
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5.06   Transmission Security  
 

On behalf of the Plan, Mulzer maintains transmission security procedures to guard against unauthorized Access to e-PHI that is being 
transmitted over an electronic communications network. 

Mulzer will secure e-PHI when it’s being transmitted over an open electronic network using the methodologies detailed in Section 10.0(a).  

Mulzer will prohibit installation of an unauthorized wireless Access point.  

Remote computer Access to e-PHI will only be provided to personnel who have a demonstrated need to Access e-PHI from off-site 
locations.  

See also Mulzer’s remote Access policy for further information.  

a.   Integrity Controls 

See Transmission Security above and also Transmission Integrity and Authentication (Section 5.04b) for Plan’s integrity controls procedure.  

b.   Encryption 

The following encryption controls (or alternative procedures) are used to guard against unauthorized Access to e-PHI:  

• Secure Zip or PGP Secure Desktop is used to encrypt PHI before transmitting over the Internet 

See also Transmission Security above for the Plan’s transmission Encryption procedure. 

c.   Citations 

45 CFR § 164.312(e) 
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6.0   Required Legal Documents 
 

6.01   Overview 
On behalf of the Plan, Mulzer will execute and retain copies of all necessary legal documentation as described in the following sections of 
this Manual:  

Section 6.02 - Business Associate Contracts and Other Arrangements  

The Plan may permit a Business Associate to create, receive, maintain or transmit e-PHI on its behalf only if the Plan obtains a written 
contract or other documented arrangement with the Business Associate.  The contract or documented arrangement must provide satisfactory 
assurances that the Business Associate will appropriately safeguard e-PHI.  

Section 6.03 - Group Health Plan Amendments  

The Plan will ensure that its Plan documents provide that the Plan Sponsor will reasonably and appropriately safeguard e-PHI created, 
received, maintained or transmitted to or by the Plan Sponsor on behalf of the Plan.  Plan Sponsors with Access only to e-PHI in connection 
with summary health information and enrollment or disenrollment data need not amend their Plans.  

Section 6.04 - Policies and Procedures 

The Plan will implement Policies and Procedures to comply with the HIPAA Security Rule that are reasonably designed and appropriate for 
the size and type of activities that relate to e-PHI.  Any organizational or technological changes may require updates to the Policies and 
Procedures.  

Section 6.05 - Documentation  

The Plan will maintain the Policies and Procedures complying with the HIPAA Security Rule in written (which may be electronic) form.  If 
an action, activity or assessment is required by the HIPAA Security Rule to be documented, the Plan will also maintain a record of that 
action, activity or assessment. 

In the event that the Plan determines that it will not implement an addressable implementation specification or implement an alternative 
version of the implementation specification, it will document why it has decided not to or the alternative it will implement to address the 
specification. 
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6.02   Business Associate Contracts and Other Arrangements 
 

The Plan will obtain signed Business Associate Agreements from all Business Associates.  Those Business Associates must agree to use 
appropriate administrative, technical and Physical Safeguards to protect the Confidentiality, Integrity and Availability of the Plan’s e-PHI 
and otherwise meet all requirements under the Security Rule.  The Security Official will monitor the e-PHI that a Business Associate must 
return to the Plan or destroy (or extend the protections of the Business Associate Agreement if the e-PHI is not returned or destroyed) upon 
termination of the Business Associate Agreement.  

If the Security Official knows of acts or a pattern of activity by a Business Associate that are a material violation of the Business Associate 
Agreement, the Security Official will take reasonable steps to cure the breach or end the violation.  If such steps are unsuccessful, the 
Security Official will determine, in consultation with [legal counsel] [the Board of Trustees] [the Fiduciary] whether termination of the 
Business Associate Agreement is feasible.  If not feasible (i.e., there are no viable business alternatives for the Plan), the Security Official 
will report the violation to HHS.  

a.  Citations 

45 CFR § 164.308(b) and 45 CFR § 164.314(a) 
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6.03   Group Health Plan Amendments  
 
 
In order for employees to have Access to e-PHI for Plan administration purposes, Mulzer will amend its Plan documents to include 
provisions that require it to:  

• Implement Administrative, Physical and Technical Safeguards that reasonably and appropriately protect the Confidentiality, Integrity 
and Availability of e-PHI;  

• Implement reasonable and appropriate security measures to ensure that Access to and use of e-PHI is limited to those employees or 
classes of employees which have been identified in the Plan documents as requiring Access to e-PHI for Plan payment or healthcare 
operations purposes;  

• Ensure that any agent, including a subcontractor, to whom it provides e-PHI agrees to implement reasonable and appropriate security 
measures to protect e-PHI; and 

• Report to the Plan any security incident of which it becomes aware. 

a.  Citations 

45 CFR § 164.314(b) 
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6.04   Policies and Procedures  
 

a.   Create and Deploy Policies and Procedures 

The Plan will implement reasonable and appropriate policies and procedures to comply with the standards, implementation specifications 
and other requirements of the HIPAA Security Rule.  The Plan will periodically evaluate written policies and procedures to verify that: 

• Policies and procedures are sufficient to address the standards, implementation specifications and other requirements of the HIPAA 
Security Rule. 

• Policies and procedures accurately reflect the actual activities and practices exhibited by the covered entity, its staff, its systems and 
its business associates. 

b.   Update Documentation of Policy and Procedures 

The Plan will implement policies and procedures as is reasonable and appropriate at any time, provided such changes are documented and 
implemented in accordance with the requirements of the HIPAA Security Rule. 

c.   Citations 

45 CFR § 164.316(a) 
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6.05   Documentation  
 
 
The Plan’s HIPAA Security Policies and Procedures will be documented in writing (which may be electronic).  Any other documentation 
requirements under the HIPAA Security Rule will also be in writing. 

a.  Draft, Maintain and Update Required Documentation 

The Plan will document decisions regarding the management, operational and technical controls selected to mitigate identified risks. 

Written documentation will be incorporated into existing manuals, policies, and other documents or created specifically for the purpose of 
demonstrating compliance with the HIPAA Security Rule. 

b.   Time Limit 

The Plan will retain required documentation of policies, procedures, actions, activities or assessments required by the HIPAA Security Rule 
for six years from the date of its creation or the date when it last was in effect, whichever is later. 

c.   Availability 

The Plan will make documentation available to those persons responsible for implementing the procedures to which the documentation 
pertains.  See also Security Awareness and Training (Section 3.06). 

d.   Updates 

The Plan will periodically review HIPAA security documentation and update the documentation in response to environmental or operational 
changes affecting the security of the e-PHI as needed. 

e.   Citations 

45 CFR § 164.316(b) 
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7.0   Security Official - Objectives and Obligations 
 

a.   Objectives 

Establish accountability for security of Electronic Protected Health Information (e-PHI) for the Plan as a HIPAA Covered Entity.  The 
Security Official oversees all ongoing activities related to the development, implementation, maintenance of and adherence to the 
organization’s policies and procedures covering the security of, and Access to, e-PHI in compliance with federal and state laws and the 
health care organization’s information privacy practices. 

b.   Responsibilities  

• Accountable for developing and implementing security policies and procedures for the plan for all members of the workforce that 
come in contact with e-PHI.  

• Provide development guidance and assists in the identification, implementation and maintenance of information security policies and 
procedures in coordination with organization management.  

• Work with the Privacy Official. 

• Electronic security training and orientation to all Personnel, volunteers, contractors and other appropriate third parties with Access to 
e-PHI.  

• Mitigate the effects of all Disclosures that are not HIPAA compliant or contrary to the plan’s security goals.  

• Cooperate with the Office of Civil Rights, other legal entities and organization officers in any compliance review or investigations.  

• Establish and administer a process for receiving, documenting, tracking, investigating and taking action on all complaints concerning 
the organization’s security policies and procedures.  

• Work with organization administration to represent the organization’s information security interest with external parties (government 
bodies) who undertake to adopt or amend security legislation, regulation or standard.  

• Initiate, facilitate and promote activities to foster information security awareness within the organization.  
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• Conduct continuous risk assessment and analysis.  As significant Threats are discovered, management support for additional 
initiatives and countermeasures will be sought and implemented.  

• Conduct related ongoing compliance monitoring activities in coordination with the organization’s other compliance and operational 
assessment functions.  

• Responsible for the security infrastructure of the organization.  

• Identify key security initiatives and standards, (e.g., virus protection, security monitoring, intrusion detection, local and remote 
Access control policies and other technical security services and mechanisms).  

• Establish mechanisms to track Access to e-PHI as required by law to allow qualified individuals to review or receive a report on such 
activity.  

• Review all system-related information security plans throughout the organization’s network to ensure alignment between security and 
privacy practices.  

• Maintain current knowledge of technical security services and mechanisms and monitors advancements in information security 
technologies to ensure organizational adaptation and compliance. 

c.   Citations 

45 CFR § 164.308(a)(2) 
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8.0   Glossary 
 

Access: The ability or the means necessary to read, write, modify or communicate data/information or otherwise use any system resource.  

Access Controls: Access control is a system which enables an authority to control access to areas and resources in a given physical facility or 
computer-based information system.  An access control system, within the field of physical security, is generally seen as the second layer in 
the security of a physical structure.  (Physical access controls are addressed within the facility module.  Technical and administrative access 
controls are detailed in the application module and the access control module.) 

Administrative Safeguards: Administrative actions and policies and procedures to manage the selection, development, implementation and 
maintenance of security measures to protect e-PHI and to manage the conduct of the Covered Entity’s workforce in relation to the protection 
of that information.  

Audit: Safeguards dealing with ensuring activity involving Access to and modification of sensitive or critical files is logged, monitored and 
possible security violations investigated. 

Authentication: The corroboration that a person is the one claimed.  

Availability: The property that data or information is accessible and useable upon demand by an authorized person.  

Business Associate: A person or entity that performs a function or activity regulated by HIPAA on behalf of the Plan and involving e-PHI. 
Examples of such functions or activities are claims processing, legal, actuarial, accounting, consulting, data aggregation, management, 
administrative, accreditation and financial services.  A Business Associate may be a Covered Entity.  However, Insurers and HMOs are not 
Business Associates of the plans they insure.  The HIPAA Security Rule requires that each Business Associate of the Plan enter into a 
written contract (Business Associate Agreement) with the Plan regarding e-PHI.  

Confidentiality: The property that data or information is not made available or disclosed to unauthorized persons or processes. 

Configuration Management (CM): relates to the establishment and maintenance of the consistency of a system’s or product’s performance 
and its functional and physical attributes with its requirements, design and operational information throughout its life.  For information 
assurance, CM can be defined as the management of security features and assurances through control of changes made to hardware, 
software, firmware, documentation, test, test fixtures and test documentation throughout the life cycle of an information system. 
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Covered Entity: A health plan (including an employer plan, Insurer, HMO and government coverage such as Medicare); a health care 
provider (such as a doctor, hospital or pharmacy) that electronically transmits any health information in connection with a transaction for 
which HHS has established an electronic data interchange standard; and a health care clearinghouse (an entity that translates electronic 
information between nonstandard and HIPAA standard transactions).  

Disclosure: The release, transfer, provision of, Access to or divulging in any other manner of information outside the entity holding the 
information. 

Electronic Media: (1) Electronic storage media including memory devices in computers (hard drives) and any removable/transportable 
digital memory medium, such as magnetic tape or disk, optical disk or digital memory card; or (2) Transmission media used to exchange 
information already in electronic storage media. Transmission media include, for example, the Internet (wide-open), extranet (using Internet 
technology to link a business with information accessible only to collaborating parties), leased lines, dial-up lines, private networks and the 
physical movement of removable/transportable electronic storage media.  Certain transmissions, including paper, via facsimile and voice via 
telephone, are not considered to be transmissions via Electronic Media, because the information being exchanged did not exist in electronic 
form before the transmission.  

Electronic Protected Health Information (e-PHI): Information that is Protected Health Information and that is maintained in or transmitted by 
Electronic Media.  

Encryption: The use of an algorithmic process to transform data into a form in which there is a low probability of assigning meaning without 
use of a confidential process or key. 

Facility: The physical premises and the interior and exterior of a building(s). 

Hash: Hash or Hash Value means a number generated from a string of text.  A sender of data generates a hash of the message, encrypts it and 
sends it with the message itself.  The recipient of the data then decrypts both the message and the hash, produces another hash from the 
received message, and compares the two hashes.  If they are the same, there is a very high probability that the message was transmitted 
intact. 

HHS: The United States Department of Health and Human Services. 

HIPAA Privacy Rule: The Health Insurance Portability and Accountability Act of 1996 (HIPAA) includes “administrative simplification” 
rules that affect the way group health plans and their vendors use, disclose, transmit and secure health information. The administrative 
simplification rules include: privacy protections; rules governing transmission of electronic health care data (EDI rules); and rules that apply 
Security standards to health information. The “HIPAA Privacy Rule” (45 CFR 164.500 et. seq.) refers to the privacy protections of HIPAA. 
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HIPAA Security Rule: The portion of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) “administrative 
simplification” rules that require Covered Entities to protect the Confidentiality, Integrity and Availability of e-PHI.  The “HIPAA Security 
Rule” (45 CFR 164.300 et. seq.) includes national standards for safeguarding e-PHI. 

Information System: An interconnected set of information resources under the same direct management control that shares common 
functionality.  A system normally includes hardware, software, information, data, applications, communications and people.  

Integrity: The property that data or information have not been altered or destroyed in an unauthorized manner.  

Physical Safeguards: Physical measures, policies and procedures to protect a Covered Entity’s electronic Information Systems and related 
buildings and equipment from natural and environmental hazards and unauthorized intrusion. 

Plan: The health plan for which this HIPAA Security Manual was written.  

Plan Sponsor: The employer, associate organization or the association, committee, joint board of trustees or other similar group of 
representatives that established or maintain the Plan. 

Protected Health Information (PHI): Individually identifiable health information created or received by a Covered Entity.  Information is 
“individually identifiable” if it names the individual person or there is a reasonable basis to believe components of the information could be 
used to identify the individual.  “Health information” means information, including genetic information, whether oral or recorded in any 
form or medium, that (1) is created by a health care provider, plan, employer, life insurer, public health authority, health care clearinghouse 
or school or university; and (2) relates to the past, present or future physical or mental health or condition of a person, the provision of health 
care to a person; or the past, present or future payment for health care.  PHI excludes individually identifiable health information in: (1) 
education records covered by the Family Educational Rights and Privacy Act, as amended, 20 U.S.C. 1232g; (2) records described at 20 
U.S.C. 1232g(a)(4)(B)(iv); and (3) employment records held by a Covered Entity in its role as employer.  

Risk (IT-Related): The net mission impact considering (1) the probability that a particular threat-source will exercise (accidentally trigger or 
intentionally exploit) a particular information system vulnerability and (2) the resulting impact if this should occur.  IT-related risks arise 
from legal liability or mission loss due to (1) Unauthorized (malicious or accidental) disclosure, modification, or destruction of information; 
(2) Unintentional errors and omissions; (3) IT disruptions due to natural or man-made disasters; and (4) Failure to exercise due care and 
diligence in the implementation and operation of the IT system.  [See NIST 800-53 rev2] 

Security Incident:  A Security Incident means the attempted or successful unauthorized access, use, disclosure, modification or destruction of 
information or interference with system operations in an information system.  According the Computer Security Incident Response Team 
(www.CSIRT.org) a security incident is “An event which changes the security posture of an organization or circumvents security polices 
developed to prevent financial loss and/or the destruction, theft or compromise of proprietary information.  Also, an event investigated by an 
organization due to unusual activity that cannot be explained as a consequence of normal operations.  Some possible classifications for 
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security incidents are: (1) Unauthorized Electronic Monitoring; (2) Misuse of Systems (internal or external); (3) Website Defacement, 
Probes/Scans; (4) Denial of Service; (5) Intrusion/Hack; (6) Virus Attacks (Unable to clean, rename or delete); (7) IDS alert notifications; (8) 
External/Internal Threats (espionage); (9) Unauthorized accesses to information systems; (10) Theft of intellectual property; and (11) 
Extortion. 

Sensitive Data: Sensitive data may include (but is not limited to): (1) Student data covered by the Family Educational Rights and Privacy Act 
(FERPA); (2) Patient or other protected health information (PHI), as defined in the Health Insurance Portability and Accountability Act 
(HIPAA); (3) Personnel, salary, benefits, or other human-resources data; (4) Individual financial data subject to the safeguarding provisions 
of the Gramm-Leach-Bliley Act (GLB); (5) Research data that are the product of Federal or other contracts and grants whose provisions 
require the University to preserve, maintain, and provide access to those data in the future; or (6) Other departmental or institutional financial 
data whose disclosure or loss might impair the Company’s ability to manage its affairs. 

Technical Safeguards: The technology and the policy and procedures for its use that protect e-PHI and control Access to it.  

Threat: A potential force or situation that may exploit (accidentally or intentionally) a specific weakness in the safeguards protecting the 
Plan’s e-PHI.  

Workforce Member: A Workforce Member means employees, volunteers, and other persons whose conduct, in the performance of work for 
a covered entity, is under the direct control of such entity, whether or not they are paid by the covered entity.  This includes full and part time 
employees, affiliates, associates, students, volunteers and staff from third party entities who provide service to the covered entity. 

Workstation: An electronic computing device; for example, a laptop or desktop computer or any other device that performs similar functions 
and Electronic Media stored in its immediate environment. 
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9.0   Key Resources 
 
 

9.01   HIPAA Security Rule  
• Official version of the HIPAA Security Rule - http://www.cms.hhs.gov/SecurityStandard/Downloads/securityfinalrule.pdf 

• Security Materials - http://www.cms.hhs.gov/EducationMaterials/04_SecurityMaterials.asp#TopOfPage 

9.02   Other Resources 
• NIST Special Publication 800-53 (Revision 3), Recommended Security Controls for Federal Information Systems and Organizations 

(*Errata as of May 1, 2010*) ~ http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/sp800-53-rev3-final_updated-errata_05-01-
2010.pdf 

• The NIST Special Publication 800-53 Revision 3 Reference Database Application (updated May. 23, 2010) can be downloaded and 
contains the catalog of security controls from Appendix F and G of SP 800-53 Recommended Security Controls for Federal 
Information Systems and Organizations (available at http://csrc.nist.gov/publications/nistpubs/800-53-Rev3/SP_800-53_Rev-
3_database-R1.4.1-BETA.zip).   

• NIST Special Publication 800-53A - DRAFT Guide for Assessing the Security Controls in Federal Information Systems and 
Organizations, Building Effective Security Assessment Plans. (http://csrc.nist.gov/publications/PubsDrafts.html#SP-800-53-
A%20Rev.%201.) 

• NIST SP 800-66 (revision 1), An Introductory Resource Guide for Implementing the Health Insurance Portability and Accountability 
Act (HIPAA) Security Rule ~ http://csrc.nist.gov/publications/nistpubs/800-66-Rev1/SP-800-66-Revision1.pdf 

• ISO 27000 ~ http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=33441&ICS1=35 

• Federal Information Systems Audit Manual (FISCAM) ~ http://www.gao.gov/special.pubs/ai12.19.6.pdf 

• Corporate Governance Task Force Report: A Call To Action (April 2004) ~ http://www.cyberpartnership.org/InfoSecGov4_04.pdf 
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• Octave Implementation Guide ~ http://www.cert.org/octave/omig.html 

• NIST Guide to Securing Microsoft Windows XP Systems for IT Professionals ~ http://csrc.nist.gov/itsec/download_WinXP.html 

• NIST Guidance for Securing Microsoft Vista. ~ http://csrc.nist.gov/itsec/guidance_vista.html 

• National Checklist Program (NCP), defined by the NIST SP 800-70 (Rev. 1 http://web.nvd.nist.gov/view/ncp/repository).  
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10.0   Application Level Security Controls 
 

a.   Application Safeguards 

Application Name e-Mail 
e-PHI Appeals Information; Case Mgmt Information; Claims History; Claims Information/Medical Bills; COBRA Information or Communications; 

Customer Advocacy/Call Center; Disease Mgmt Information; EAP Information; Eligibility Information; Enrollment Information; Explanation of 
Benefits (EOB); Individual Enrollment Statements; Information Accessible Through Insurer’s website; Insurer List Billing Statements; Large 
Claim Information; Medical Diagnosis; Participant Advocacy Records; Past Medical History; Stop-Loss Information; Utilization Analysis; Year-
End Reports from Insurer; Last Name; Demographic; Social Security Number; Email; Address; Telephone Number; Important Dates; Certificate 
License Number; Health Plan Number 

Application Category MSFT Exchange 
Risk Score 0.67 
Role Based Access Identity-Based using Asymmetric Encryption Keys signed by a reputable signature authority 
Compliance Issues The application is web-based, meaning I use my browser to connect to the application. 

Native encryption of the application is used to limit access to files or data contained within the application. 
Data from this application can be written to portable media in an unencrypted format. 
Application allows users to use special characters (i.e., non-alphanumeric characters) as inputs for a username, password, or other database fields. 

Integrity Controls An uninterruptible power supply (UPS), also known as a battery backup, provides emergency power and power line regulation. 
Parity Memory (The most common type of memory found on servers and workstations. Typically, desktops would not use this type of memory). 
Error Detection and Correction Memory (EDCM) (This type of memory is generally found on mainframes, and microcomputers.) 

Authentication Controls Something a person knows, such as a password. 
Audit Controls User Identity; Time and Date Access 
Remote Access  

 
Application Name MSOffice/Network Files 
e-PHI Appeals Information; Case Mgmt Information; Claims History; Claims Information/Medical Bills; COBRA Information or Communications; 

Customer Advocacy/Call Center; Disease Mgmt Information; EAP Information; Eligibility Information; Enrollment Information; Explanation of 
Benefits (EOB); Individual Enrollment Statements; Information Accessible Through Insurer’s website; Insurer List Billing Statements; Large 
Claim Information; Medical Diagnosis; Participant Advocacy Records; Past Medical History; Stop-Loss Information; Utilization Analysis; Year-
End Reports from Insurer; Last Name; Demographic; Social Security Number; Email; Address; Telephone Number; Important Dates; Certificate 
License Number; Health Plan Number 

Application Category MSFT Office Type Application (Not including MSFT Access) 
Risk Score 0.67 
Role Based Access Identity-Based using Asymmetric Encryption Keys signed by a reputable signature authority 
Compliance Issues Application allows users to use special characters (i.e., non-alphanumeric characters) as inputs for a username, password, or other database fields. 

Data from this application can be written to portable media in an unencrypted format. 
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Application Name MSOffice/Network Files 
Integrity Controls An uninterruptible power supply (UPS), also known as a battery backup, provides emergency power and power line regulation. 

Error Detection and Correction Memory (EDCM) (This type of memory is generally found on mainframes, and microcomputers.) 
Parity Memory (The most common type of memory found on servers and workstations. Typically, desktops would not use this type of memory). 

Authentication Controls Something a person knows, such as a password. 
Audit Controls User Identity; Time and Date Access; Scope of e-PHI Data Being Accessed 
Remote Access  

 
Application Name HRIS Payroll 
e-PHI Eligibility Information; Enrollment Information; Last Name; Demographic; Social Security Number; Email; Address; Telephone Number; 

Important Dates; Certificate License Number 
Application Category Administrative 
Risk Score 0.70 
Role Based Access Identity-Based using Asymmetric Encryption Keys signed by a reputable signature authority. 

Role-Based 
Context-Based 

Compliance Issues Native encryption of the application is used to limit access to files or data contained within the application. 
The application requires separate credentials from those I use on my organization’s normal network. 
Data from this application can be written to portable media in an unencrypted format. 
Application allows users to use special characters (i.e., non-alphanumeric characters) as inputs for a username, password, or other database fields. 

Integrity Controls An uninterruptible power supply (UPS), also known as a battery backup, provides emergency power and power line regulation. 
Parity Memory (The most common type of memory found on servers and workstations. Typically, desktops would not use this type of memory). 
Error Detection and Correction Memory (EDCM) (This type of memory is generally found on mainframes, and microcomputers.) 

Authentication Controls Something a person knows, such as a password. 
Audit Controls User Identity; Time and Date Access; Scope of e-PHI Data Being Accessed 
Remote Access  

b.   Application Level Backup 

Application e-Mail 
Non-Essential  
(72 hours) 

Yes 

Method of Restoration of e-
PHI 

Restore e-PHI-containing application from backup tapes maintained off site.  
Restore e-PHI-containing application from a backup maintained on site.  
Obtain essential e-PHI from third-party administrator 

Volatile Memory Safeguards An uninterruptible power supply (UPS), also known as a battery backup, provides emergency power and power line regulation. 
Parity Memory (The most common type of memory found on servers and workstations. Typically, desktops would not use this type of memory). 
Error Detection and Correction Memory (EDCM) (This type of memory is generally found on mainframes, and microcomputers.) 
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Application e-Mail 
Backup Safeguards Full Tape Backup 

Raid 5: Independent Data Disks with Distributed Parity Checks 
Incremental Backup 
Disk to Disk Backup 
Battery backup of drive cache. 

 
Application MSOffice/Network Files 
Non-Essential  
(72 hours) 

Yes 

Method of Restoration of e-
PHI 

Restore e-PHI-containing application from a backup maintained on site.  
Restore e-PHI-containing application from backup tapes maintained off site.  
Obtain essential e-PHI from third-party administrator. 

Volatile Memory Safeguards An uninterruptible power supply (UPS), also known as a battery backup, provides emergency power and power line regulation. 
Error Detection and Correction Memory (EDCM) (This type of memory is generally found on mainframes, and microcomputers.) 
Parity Memory (The most common type of memory found on servers and workstations. Typically, desktops would not use this type of memory). 

Backup Safeguards Server Clustering 
Full Tape Backup 
Raid 5: Independent Data Disks with Distributed Parity Checks 
Incremental Backup 
Disk to Disk Backup 
Battery backup of drive cache. 

 
Application HRIS Payroll 
Non-Essential  
(72 hours) 

Yes 

Method of Restoration of e-
PHI 

Restore e-PHI-containing application from backup tapes maintained off site.  
Restore e-PHI-containing application from a backup maintained on site.  
Obtain essential e-PHI from third-party administrator. 

Volatile Memory Safeguards An uninterruptible power supply (UPS), also known as a battery backup, provides emergency power and power line regulation. 
Parity Memory (The most common type of memory found on servers and workstations. Typically, desktops would not use this type of memory). 
Error Detection and Correction Memory (EDCM) (This type of memory is generally found on mainframes, and microcomputers.) 

Backup Safeguards Incremental Backup 
Raid 5: Independent Data Disks with Distributed Parity Checks 
Server Clustering 
Full Tape Backup 
Disk to Disk Backup 
Battery backup of drive cache. 
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11.0   Facility Specific Physical Security Controls 
Security controls, listed below, refer to organizational facilities (e.g., physical controls such as locks and guards, environmental controls for 
temperature, humidity, lighting, fire and power) are applicable only to those sections of the facilities that directly provide protection to, 
support for or are related to the information system (including its information technology assets such as e-Mail or web servers, server farms, 
data centers, networking nodes, boundary protection devices and communications equipment). 
 
Facility Mulzer Crushed Stone, Inc. Corporate Office 
Address 534 Mozart Street, Tell City, IN 47586 
Applications at Facility e-Mail; MSOffice/Network Files; HRIS Payroll 
Perimeter Controls Guards; Lighting; Receptionist/Guard/Information; Closed Doors (unlocked); Locked Doors- Keys; Locked Doors– Combination/Key Pad; 

Partitions/Moveable Dividers; Wall; Staff Escort; Identification Visual Recognition 
Environmental Controls Automatic Dial-up Alarm; Fire Detectors: Flame-actuated; Fire Detectors: Heat-sensing; Fire Detectors: Smoke-actuated; Hardware 

Grounded; Heat-resistant and waterproof containers for backup media and vital non-electronic records; Heating, Ventilation and Air-
Conditioning (HVAC); Offsite storage of backup media, non-electronic records, and system documentation; Plastic tarps that may be 
unrolled over IT equipment to protect it from water damage; Emergency Lighting 

Log of Repairs Yes 
Visitor Access  Yes 
Visitor Access Controls Visitors to be escorted while on the premises. 

Visitors not permitted access outside of normal business hours. 
Shredder Yes 
Shredder Training Yes 
Backup Yes 
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12.0 Gap Analysis Report
Cite Specification Required Description NIST Findings Implementation

164.306(a)
(1)

Ensure 
Confidentiality, 
Integrity and 
Availability (CIA)

Addressable Ensure CIA and protect 
against threats

Not 
Applicable

164.308(a)
(1)(i)

Security 
Management 
Process

Addressable P&P to manage security 
violations RA-1

164.308(a)
(1)(ii)(A) Risk Analysis Required Conduct vulnerability 

assessment
RA-2, RA-3, 
RA-4

164.308(a)
(1)(ii)(B) Risk Management Required RA-2, RA-3, 

RA-4, PL-6

164.308(a)
(1)(ii)(C) Sanction Policy Required Worker sanction for P&P 

violations PS-8

164.308(a)
(1)(ii)(D)

Information 
System Activity 
Review

Required Procedures to review system 
activity

AU-2, AU-3, 
AU-6, AU-7, 
CA-7, IR-5, 
IR-6, SI-4

164.308(a)
(2)

Assigned Security 
Responsibility Addressable Identify security official 

responsible for P&P CA-4, CA-6

164.308(a)
(3)(i)

Workforce 
Security Addressable Implement P&P to ensure 

appropriate PHI access
AC-1, AC-5, 
AC-6

Confirm designated staff member is aware of his or 
her responsibility to review ACL records.
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Cite Specification Required Description NIST Findings Implementation

164.308(a)
(3)(ii)(A)

Authorization 
and/or Supervision Addressable Authorization/supervision for 

PHI access

AC-1, AC-3, 
AC-4, AC-
13, MA-5, 
MP-2, PS-1, 
PS-6, PS-7

164.308(a)
(3)(ii)(B)

Workforce 
Clearance 
Procedure

Addressable
AC-2, PS-1, 
PS-2, PS-3, 
PS-6

164.308(a)
(3)(ii)(C)

Termination 
Procedures Addressable Procedures to terminate PHI 

access
PS-1, PS-4, 
PS-5

164.308(a)
(4)(i)

Information Access 
Management Addressable P&P to authorize access to 

PHI

AC-1, AC-2, 
AC-5, AC-6, 
AC-13

164.308(a)
(4)(ii)(A)

Isolating Health 
Care 
Clearinghouse 
Functions

Required P&P to separate PHI from 
other operations AC-5, AC-6

164.308(a)
(4)(ii)(B)

Access 
Authorization Addressable P&P to authorize access to 

PHI

AC-1, AC-2, 
AC-3, AC-4, 
AC-13, PS-6, 
PS-7

164.308(a)
(4)(ii)(C)

Access 
Establishment and 
Modification

Addressable P&P to grant access to PHI AC-1, AC-2, 
AC-3

164.308(a)
(5)(i)

Security 
Awareness 
Training

Addressable Training program for workers 
and managers

AT-1, AT-2, 
AT-3, AT-4, 
AT-5

164.308(a)
(5)(ii)(A)

Security 
Reminders Addressable Distribute periodic security 

updates
AT-2, AT-5, 
SI-5
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Cite Specification Required Description NIST Findings Implementation

164.308(a)
(5)(ii)(B)

Protection from 
Malicious Software Addressable Procedures to guard against 

malicious software
AT-2, SI-3, 
SI-4, SI-8

164.308(a)
(5)(ii)(C) Log-in Monitoring Addressable Procedures and monitoring of 

log-in attempts

AC-2, AC-
13, AU-2, 
AU-6

164.308(a)
(5)(ii)(D)

Password 
Management Addressable Procedures for password 

management

IA-2, IA-4, 
IA-5, IA-6, 
IA-7

164.308(a)
(6)(i)

Security Incident 
Procedures Addressable P&P to manage security 

incidents
IR-1, IR-2, 
IR-3

A written security incident response policy is 
required. Gain an understanding as to what 
constitutes a true security incident. Under the 
HIPAA Security Rule, a security incident is the 
attempted or successful unauthorized access, use, 
disclosure, modification, or destruction of 
information or interference with system operations 
in an information system.

164.308(a)
(6)(ii)

Response and 
Reporting Required Mitigate and document 

security incidents
IR-4, IR-5, 
IR-6, IR-7

Document incident response procedures that can 
provide a single point of reference to guide the day-
to-day operations of the incident response team. 
Review incident response procedures with staff 
with roles and responsibilities related to incident 
response, solicit suggestions for improvements, and 
make changes to reflect input if reasonable and 
appropriate. Update the procedures as required 
based on changing circumstances.

164.308(a)
(7)(i) Contingency Plan Addressable Emergency response P&P CP-1 .

164.308(a)
(7)(ii)(A) Data Backup Plan Required Data backup planning & 

procedures CP-9
Ensure that an exact retrievable copy of the data is 
retained and protected to protect the integrity of e-
PHI during equipment relocation.
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Cite Specification Required Description NIST Findings Implementation

164.308(a)
(7)(ii)(B)

Disaster Recovery 
Plan Required Data recovery planning & 

procedures

CP-2, CP-6, 
CP-7, CP-8, 
CP-9, CP-10

164.308(a)
(7)(ii)(C)

Emergency Mode 
Operation Plan Required Business continuity 

procedures CP-2, CP-10

164.308(a)
(7)(ii)(D)

Testing and 
Revision 
Procedures

Addressable Contingency planning periodic 
testing procedures

CP-3, CP-4, 
CP-5

164.308(a)
(7)(ii)(E)

Applications and 
Data Criticality 
Analysis

Addressable
Prioritize data and system 
criticality for contingency 
planning

RA-2, CP-2 .

164.308(a)
(8) Evaluation Addressable Periodic security evaluation

CA-1, CA-2, 
CA-4, CA-6, 
CA-7

164.308
(b)(1)

Business Associate 
Contracts and 
Other 
Arrangements

Addressable CE implement BACs to ensure 
safeguards

CA-3, PS-7, 
SA-9

ARRA requires BA's to report security breaches to 
CE's.
ARRA requires sub-business associates to also 
comply with HIPAA.
ARRA requires BA's to implement safeguards to 
protect the CIA of PHI.
ARRA requires that CEs can terminate BA contract 
where BA not compliant with HIPAA.
BA's must agree to comply with provisions of 
ARRA and other new regulations.
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Cite Specification Required Description NIST Findings Implementation

164.308
(b)(4)

Written Contract or 
Other Arrangement Required Implement compliant BACs CA-3, SA-9

ARRA requires BA's to report security breaches to 
CE's.
ARRA requires sub-business associates to also 
comply with HIPAA.
ARRA requires BA's to implement safeguards to 
protect the CIA of PHI.
ARRA requires that CEs can terminate BA contract 
where BA not compliant with HIPAA.
BA's must agree to comply with provisions of 
ARRA and other new regulations.

164.310 
(a)(1)

Facility Access 
Controls Addressable P&P to limit access to systems 

and facilities

PE-1, PE-2, 
PE-3, PE-4, 
PE-5

164.310(a)
(2)(i)

Contingency 
Operations Addressable

Procedures to support 
emergency operations and 
recovery

CP-2, CP-6, 
CP-7, PE-17

164.310(a)
(2)(ii)

Facility Security 
Plan Addressable P&P to safeguard equipment 

and facilities
PE-1, PL-2, 
PL-6

164.310(a)
(2)(iii)

Access Control and 
Validation 
Procedures

Addressable

Procedures to control and 
validate a person’s access to 
facilities based on their role or 
function, including visitors, 
and information systems.

AC-3, PE-1, 
PE-2, PE-3, 
PE-6, PE-7, 
PE-8

164.310(a)
(2)(iv)

Maintenance 
Records Addressable

P&P to document security-
related repairs and 
modifications

MA-1, MA-2, 
MA-6

Implement policies and procedures to document 
repairs and modifications to the physical 
components of a facility which are related to 
security (for example, hardware, walls, doors and 
locks R/B Mulzer Crushed Stone, Inc. Corporate 
Office:  
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Cite Specification Required Description NIST Findings Implementation

164.310
(b) Workstation Use Addressable P&P to specify workstation 

environment & use

AC-3, AC-4, 
AC-11, AC-
12, AC-15, 
AC-16, AC-
17, AC-19, 
PE-3, PE-5, 
PS-6

164.310(c) Workstation 
Security Addressable Physical safeguards for 

workstation access

MP-2, MP-3, 
MP-4, PE-3, 
PE-4, PE-5, 
PE-18

164.310
(d)(1)

Device and Media 
Controls Addressable

P&P to govern receipt and 
removal of hardware and 
media

CM-8, MP-1, 
MP-2, MP-3, 
MP-4, MP-5, 
MP-6

164.310
(d)(2)(i) Disposal Required P&P to manage media and 

equipment disposal MP-6 IT P&P; Physical Destruction; Re-Image and 
Reformat

164.310
(d)(2)(ii) Media Re-use Required P&P to remove PHI from 

media and equipment MP-6

164.310
(d)(2)(iii) Accountability Addressable Document hardware and 

media movement
CM-8, MP-5, 
PS-6

164.310
(d)(2)(iv)

Data Backup and 
Storage Addressable Backup PHI before moving 

equipment CP-9, MP-4

164.312(a)
(1) Access Control Addressable Technical (administrative) 

P&P to manage PHI access
AC-1, AC-3, 
AC-5, AC-6

e-Mail: Create a formal written remote access 
control policy. MSOffice/Network Files: Create a 
formal written remote access control policy. 
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Cite Specification Required Description NIST Findings Implementation

164.312(a)
(2)(i)

Unique User 
Identification Required Assign unique IDs to support 

tracking

AC-2, AC-3, 
IA-2, IA-3, 
IA-4

Unique user identification should be implemented 
at the organizational level via policy enforcing 
unique user credentials as a requirement to access 
e-PHI-containing systems. Remove guest and 
anonymous user accounts.

164.312(a)
(2)(ii)

Emergency Access 
Procedure Required Procedures to support 

emergency access
AC-2, AC-3, 
CP-2

Organization should implement written emergency 
access control policy.

164.312(a)
(2)(iii) Automatic Logoff Addressable Session termination 

mechanisms
AC-11, AC-
12

164.312(a)
(2)(iv)

Encryption and 
Decryption Addressable Mechanism for encryption of 

stored PHI AC-3, SC-13

164.312
(b) Audit Controls Addressable Procedures and mechanisms 

for monitoring system activity

AU-1, AU-2, 
AU-3, AU-4, 
AU-6, AU-7

164.312(c)
(1) Integrity Addressable P&P to safeguard PHI 

unauthorized alteration

CP-9, MP-2, 
MP-5, SC-8, 
SI-1, SI-7

164.312(c)
(2)

Mechanism to 
Authenticate 
Electronic 
Protected Health 
Information

Addressable Mechanisms to corroborate 
PHI not altered SC-8, SI-7

164.312
(d)

Person or Entity 
Authentication Addressable Procedures to verify identities IA-2, IA-3, 

IA-4

164.312(e)
(1)

Transmission 
Security Addressable

Measures to guard against 
unauthorized access to 
transmitted PHI

SC-9
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Cite Specification Required Description NIST Findings Implementation

164.312(e)
(2)(i) Integrity Controls Addressable Measures to ensure integrity of 

PHI on transmission SC-8, SI-7

164.312(e)
(2)(ii) Encryption Addressable Mechanism for encryption of 

transmitted PHI
SC-9, SC-12, 
SC-13

164.314(a)
(1)

Business Associate 
Contracts or Other 
Arrangements

Addressable CE must ensure BA 
safeguards PHI

PS-6, PS-7, 
SA-9

ARRA requires BA's to report security breaches to 
CE's.
ARRA requires sub-business associates to also 
comply with HIPAA.
ARRA requires BA's to implement safeguards to 
protect the CIA of PHI.
ARRA requires that CEs can terminate BA contract 
where BA not compliant with HIPAA.
BA's must agree to comply with provisions of 
ARRA and other new regulations.

164.314(a)
(2)(i)

Business Associate 
Contracts Addressable BACs must contain security 

language

IR-6, PS-6, 
PS-7, SA-4, 
SA-9

ARRA requires BA's to report security breaches to 
CE's.
ARRA requires sub-business associates to also 
comply with HIPAA.
ARRA requires BA's to implement safeguards to 
protect the CIA of PHI.
ARRA requires that CEs can terminate BA contract 
where BA not compliant with HIPAA.
BA's must agree to comply with provisions of 
ARRA and other new regulations.

164.314(a)
(2)(ii)

Other 
Arrangements Addressable CA-3, PS-6, 

PS-7, SA-9

ARRA requires BA's to report security breaches to 
CE's.
ARRA requires sub-business associates to also 
comply with HIPAA.
ARRA requires BA's to implement safeguards to 
protect the CIA of PHI.
ARRA requires that CEs can terminate BA contract 
where BA not compliant with HIPAA.
BA's must agree to comply with provisions of 
ARRA and other new regulations.
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164.316(a) Policies and 
Procedures Required P&P to ensure safeguards to

PHI

PL-1, PL-2, 
PL-3, RA-1, 
RA-3

Periodically evaluate written policies and 
procedures to verify that: (1) Policies and 
procedures are sufficient to address the standards, 
implementation specifications, and other 
requirements of the HIPAA Security Rule; and (2) 
Policies and procedures accurately reflect the actual 
activities and practices exhibited by the covered 
entity, its staff, its systems, and its business 
associates. 

164.316
(b)(1) Documentation Addressable Document P&P and actions & 

activities PL-2

164.316 
(b)(2)(i) Time Limits Required

Retain the documentation for 6 
years from the date of its 
creation or the date when it 
last was in effect, whichever is 
later.

164.316
(b)(2)(ii) Availability Required

Make documentation available 
to those persons responsible 
for implementing the 
procedures to which the 
documentation pertains. 

164.316
(b)(2)(iii) Updates Addressable Periodic review and updates to 

changing needs PL-3
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Gap Analysis Compliance Percentile 
 

 

Compliance percentile, 100 being the highest score, is 
automatically calculated for each specification.  This number 
reflects the organization’s success in making changes to mitigate 
risk and complying with the HIPAA security rule. 

• Score > 85%+  Generally meet or exceed HIPAA 
requirements 

• 85% > Score > 70%  Generally compliant with the 
minimum requirements of the HIPAA Security Rule; 
however, additional work is required  

• 70% > Score > 50%  Immediate attention is required with 
respect to core compliance requirements.  

• 50% > Score  Insufficient (moderate to high risk)  
• 25% > Score  Insufficient (very high risk)  

80.00% 
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13.0   Access Control List 
 
Role Reason Identity 

Benefit Administration Personnel 
Health Plan Administration Functions 
Treatment 
Payment 

Shari Everly 

Human Resources Health Plan Administration Functions Gloria Allen 
Finance Department Other JB Land 
IT Department Other John Pittman 
Other Other Jeff Mulzer 

IT Department Health Plan Administration Functions 
Payment Patty Hahus 

Finance Department Health Plan Administration Functions 
Payment Angela Jarboe 

Risk Management Health Plan Administration Functions Denise Malone  
Human Resources Health Plan Administration Functions All Supervisors (including IT personnel) 
Human Resources Other Kristel Hess 
Human Resources Other Erica Foster 
Human Resources Other Denise Groves 
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14.0   Business Associate Contract Inventory 
 

Vendor Agreement Date Minimum Necessary 
Use of e-PHI 

Encryption 
Provision within 
Agreement 

Data Being Sent 
Offshore ISO 27001Certified 

Mercer 01/19/2012     
CIGNA 02/17/2010     
Bull Information 
Systems 12/20/2011     

Matrix Integration 01/09/2012     
Joni Zazzeti 12/07/2011     
Health Solutions Ser 
vices, Inc. 04/01/2011     

Dresser & Associates 12/27/2011     
Turnpoint Solutions 12/10/2011     
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15.0   Security Configuration Issues and Vulnerabilities 
 
NIST maintains common security configurations for many operating systems and applications and the “Security Content Automation 
Program” can help an organization use appropriate security configurations.  (See http://web.nvd.nist.gov/view/ncp/repository)  NIST’s 
revisions to Special Publication 800-70, “Security Configuration Checklist Program for IT Products,” provides additional guidance for 
implementing common security configurations.  (See http://csrc.nist.gov/checklists/SP800-70-DRAFT.pdf.)  If applicable, configuration 
issues have been identified below. 
 

• Organization has not disabled Lan Manager (“LM”) for authentication.  Current guidance recommends disabling LM for 
authentication where possible.  LAN Manager authentication uses a particularly weak method of hashing a user’s password  known 
as the LM hash algorithm.  This makes the authentication crackable in a matter of seconds using Rainbow Tables or in few hours 
using brute force. Its use in Windows NT was replaced by NTLM, which is still vulnerable to Rainbow Tables, but less vulnerable to 
brute force attacks.  Control of NTLM security is through the following registry key:  

 
HKEY_LOCAL_MACHINE\System\CurrentControlSet\control\LSA. 

 
Control over the minimum security negotiated for applications using NTLMSSP is through the following key:  
 

HKEY_LOCAL_MACHINE\System\CurrentControlSet\control\LSA\MSV1_0. 
 
For more information see http://support.microsoft.com/kb/147706.  

 
• Disable remote access by administrative users.  People use the Windows remote desktop feature to gain easy access; however, 

opening up a connection to an administrator account on a system is dangerous.  By opening the port on a firewall one will receive 
several logon attempts, from various countries, within a week.  Free tools exist that assist hackers with breaking into Windows 
Remote Desktop connections. 

 
• Compartmentalizes windows services.  Windows service hardening compartmentalizes the services such that if one service is 

compromised, it cannot easily attack other services on the system.  This prevents Windows services from doing operations on file 
systems, registry or networks which they are not supposed to, thereby reducing the overall attack surface on the system and 
preventing entry of malware by exploiting system services.  Services are now assigned a per-service Security identifier (SID), which 
allows controlling access to the service as per the access specified by the security identifier.  A per-service SID may be assigned 
during the service installation via the ChangeServiceConfig2 API or by using the SC.EXE command with the sidtype verb. Services 
can also use access control lists (ACL) to prevent external access to resources private to itself.  Services also need explicit write 
permissions to write to resources, on a per-service basis.  By using a write-restricted access token, only those resources which have to 
be modified by a service are given write access, so trying to modify any other resource fails.
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16.0   Risk Analysis Report 
 

Threat Control Safeguard Understood Likelihood Implementation Impact Control versus 
Impact Residual Risk 

Attackers continually scan for new, 
unprotected systems, including test 
or experimental systems, and exploit 
such systems to gain control of 
them.  

Critical Control 1: 
Inventory of Authorized 
and Unauthorized 
Devices  

CM-8, PM-5, 
PM-6 Confirmed. 0.9 4 3 1.00 0.90 

Attackers continually scan for 
vulnerable software and exploit it to 
gain control of target machines. 

Critical Control 2: 
Inventory of Authorized 
and Unauthorized 
Software  

CM-1, CM-2, 
CM-3, CM-5, 
CM-7, CM-8, 
CM-9, PM-6, 
SA-6, SA-7 

Confirmed. 0.5 4 3 1.00 0.50 

Attackers distribute hostile content 
on Internet-accessible (and 
sometimes internal) websites that 
exploit unpatched and improperly 
secured client software running on 
victim machines. 

Critical Control 2: 
Inventory of Authorized 
and Unauthorized 
Software 

CM-1, CM-2, 
CM-3, CM-5, 
CM-7, CM-8, 
CM-9, PM-6, 
SA-6, SA-7 

Confirmed. 0.8 4 3 1.00 0.80 

Attackers use currently infected or 
compromised machines to identify 
and exploit other vulnerable 
machines across an internal network.  

Critical Control 2: 
Inventory of Authorized 
and Unauthorized 
Software  

CM-1, CM-2, 
CM-3, CM-5, 
CM-7, CM-8, 
CM-9, PM-6, 
SA-6, SA-7 

Confirmed. 0.1 5 4 0.00 0.00 

Attackers exploit weak default 
configurations of systems that are 
more geared to ease of use than 
security.  

Critical Control 3: 
Secure Configurations 
for Hardware and 
Software  

CM-1, CM-2, 
CM-3, CM-5, 
CM-6, CM-7, 
SA-1, SA-4, SI-7, 
PM-6 

Confirmed. 0.4 4 2 1.00 0.40 

Attackers exploit and infiltrate 
through network devices whose 
security configuration has been 
weakened over time by granting, for 
specific short-term business needs, 
supposedly temporary exceptions 
that are never removed.  

Critical Control 4: 
Secure Configurations 
for Network Devices 
such as Firewalls, 
Routers, and Switches  

AC-4, CM-1, 
CM-2, CM-3, 
CM-5, CM-6, 
CM-7, IA-2, IA-
5, IA-8, RA-5, 
SC-7, SC-9 

Confirmed. 0.1 4 2 1.00 0.10 
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Threat Control Safeguard Understood Likelihood Implementation Impact Control versus 
Impact Residual Risk 

Attackers exploit boundary systems 
on Internet-accessible DMZ 
networks and then pivot to gain 
deeper access on internal networks.  

Critical Control 5: 
Boundary Defense 

AC-17, AC-20, 
CA-3, IA-2, IA-
8, RA-5, SC-7, 
SC-18, SI-4, PM-
7 

Confirmed. 0.1 5 3 0.00 0.00 

Attackers operate undetected for 
extended periods of time on 
compromised systems because of a 
lack of logging and log review.  

Critical Control 6: 
Maintenance, 
Monitoring and 
Analysis of Security 
Audit Logs  

AC-17, AC-19, 
AU-2, AU-3, 
AU-4, AU-5, 
AU-6, AU-8, 
AU-9, AU-12, 
SI-4 

Confirmed. 0.2 5 2 0.00 0.00 

Attackers exploit weak application 
software, particularly web 
applications, through attack vectors 
such as SQL injection, Cross-Site-
Scripting and related issues.  

Critical Control 7: 
Application Software 
Security 

CM-7, RA-5 (a, 
1), SA-3, SA-4 
(3), SA-8, SI-3, 
SI-10 

Confirmed. 0.5 5 3 0.00 0.00 

Attackers trick a user with an 
administrator level account into 
opening a phishing-style e-Mail with 
attachment or surfing to the 
attacker’s content on an Internet 
website, allowing the attacker’s 
malicious code or exploit to run on 
the victim machine with full 
administrator privileges.  

Critical Control 8: 
Controlled Use of 
Administrative 
Privileges 

AC-6 (2, 5), AC-
17 (3), AC-19, 
AU-2 (4) 

Confirmed. 0.3 5 3 0.00 0.00 

Attackers escalate their privileges on 
victim machines by launching 
password guessing, password 
cracking or privilege escalation 
exploits to gain administrator control 
of systems, which is then used to 
propagate to other victim machines 
across an enterprise.  

Critical Control 8: 
Controlled Use of 
Administrative 
Privileges 

AC-6 (2, 5), AC-
17 (3), AC-19, 
AU-2 (4) 

Confirmed. 0.2 5 2 0.00 0.00 

Attackers gain access to sensitive 
documents in an organization that 
does not properly identify and 
protect sensitive information, 
separating it from non-sensitive 
information.  

Critical Control 9: 
Controlled Access 
Based on Need to Know  

AC-1, AC-2 (b, 
c), AC-3 (4), AC-
4, AC-6, MP-3, 
RA-2 (a) 

Confirmed. 0.4 5 3 0.00 0.00 
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Threat Control Safeguard Understood Likelihood Implementation Impact Control versus 
Impact Residual Risk 

Attackers exploit new vulnerabilities 
on systems that lack critical patches 
in organizations that do not know 
that they are vulnerable because they 
lack continuous vulnerability 
assessments and effective 
remediation.  

Critical Control 10: 
Continuous 
Vulnerability 
Assessment and 
Remediation  

RA-3 (a, b, c, d), 
RA-5 (a, b, 1, 2, 
5, 6) 

Confirmed. 0.5 4 3 1.00 0.50 

Attackers compromise inactive user 
accounts left behind by temporary 
workers, contractors and former 
employees, including accounts left 
behind by the attackers themselves 
who are former employees.  

Critical Control 11: 
Account Monitoring and 
Control  

AC-2 (e, f, g, h, j, 
2, 3, 4, 5), AC-3 Confirmed. 0.5 5 4 0.00 0.00 

Attackers use malicious code to gain 
and maintain control of target 
machines, capture sensitive data and 
spread to other systems, sometimes 
wielding code that disables or 
dodges signature-based anti-virus 
tools.  

Critical Control 12: 
Malware Defenses  

SC-18, SC-26, 
SI-3 (a, b, 1, 2, 5, 
6) 

Confirmed. 0.4 5 3 0.00 0.00 

Attackers scan for remotely 
accessible services on target systems 
that are often unneeded for business 
activities but provide an avenue of 
attack and compromise of the 
organization.  

Critical Control 13: 
Limitation and Control 
of Network Ports, 
Protocols, and Services  

CM-6 (a, b, d, 2, 
3), CM-7 (1), SC-
7 (4, 5, 11, 12) 

Confirmed. 0.9 5 3 0.00 0.00 

Attackers exploit wireless access 
points to gain entry into a target 
organization’s internal network as 
well as exploit wireless client 
systems to steal sensitive 
information.  

Critical Control 14: 
Wireless Device Control  

AC-17, AC-18 
(1, 2, 3, 4), SC-9 
(1), SC-24, SI-4 
(14, 15) 

Confirmed. 0.8 5 2 0.00 0.00 

Attackers who gain access to 
internal enterprise systems gather 
and exfiltrate sensitive information 
without detection by the victim 
organization.  

Critical Control 15: Data 
Loss Prevention  

AC-4, MP-2 (2), 
MP-4 (1), SC-7 
(6, 10), SC-9, 
SC-13, SC-28 
(1), SI-4 (4, 11), 
PM-7 

Confirmed. 0.3 4 3 1.00 0.30 
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Threat Control Safeguard Understood Likelihood Implementation Impact Control versus 
Impact Residual Risk 

Attackers exploit poorly designed 
network architectures by locating 
unneeded or unprotected 
connections, weak filtering or a lack 
of separation of important systems 
or business functions.  

Critical Control 16: 
Secure Network 
Engineering 

IR-4 (2), SA-8, 
SC-7 (1, 13), SC-
20, SC-21, SC-
22, PM-7 

Confirmed. 0.5 4 2 1.00 0.50 

Attackers compromise target 
organizations that do not exercise 
their defenses to determine and 
continually improve their 
effectiveness.  

Critical Control 17: 
Penetration Tests and 
Red Team Exercises  

CA-2 (1, 2), CA-
7 (1, 2), RA-3, 
RA-5 (4, 9), SA-
12 (7) 

Confirmed. 0.3 4 2 1.00 0.30 

Attackers operate undiscovered in 
organizations without effective 
incident response capabilities, and 
when they are discovered, such 
organizations often cannot properly 
contain the attack, eradicate the 
attacker’s presence and recover to a 
secure production state.  

Critical Control 18: 
Incident Response 
Capability  

IR-1, IR-2 (1), 
IR-4, IR-5, IR-6 
(a), IR-8 

Confirmed. 0.4 4 3 1.00 0.40 

Attackers who compromise systems 
may alter important data, potentially 
jeopardizing organizational 
effectiveness via polluted 
information.  

Critical Control 19: Data 
Recovery Capability  

CP-9 (a, b, d, 1, 
3), CP-10 (6) Confirmed. 0.1 4 2 1.00 0.10 

Attackers exploit users and system 
administrators via social engineering 
scams that work because of a lack of 
security skills and awareness.  

Critical Control 20: 
Security Skills 
Assessment and 
Appropriate Training To 
Fill Gaps  

AT-1, AT-2 (1), 
AT-3 (1) Confirmed. 0.2 5 4 0.00 0.00 

Environmental (e.g., power surges 
and spikes, hazmat contamination, 
environmental pollution). 

Critical Control 21: 
Environmental Controls, 
Backup Power, Fire 
Suppression, Humidity 
Control 

PE-1, PE-11, PE-
12, PE-13, PE-
14, PE-15 

Confirmed. 0.8 5 2 0.00 0.00 
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The residual risk is a composite score of all threats. This score is 
calculated using (1) the likelihood of a threat occurring (this value is a 
percentage and ranges from 0 to 1); (2) the degree to which the 
mitigating control is implemented (this value ranges from 0 to 5, 0 
indicates the control is not implemented and 5 indicates the control is 
completely implemented); and (3) the impact if the control is not 
Implemented (this value ranges from 0 (low impact) to 10 (high 
impact)). A lower score generally means there is less residual risk to 
the organization.
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17.0   Implemented Security Controls with Recommendations 
 

You generally should not need to make any modifications to the following table of security controls.  FIPS 199 categorizes information systems 
into three categories: low-impact, moderate-impact or high-impact for the security objectives of confidentiality, integrity and availability.  In most 
instances, absent special considerations, e-PHI and the information systems and/or applications associated with this data do not fall within the high 
impact category.  However, in some instances e-PHI-containing systems may be classified as moderate (or medium) impact systems under FIPS 
199.  In instances where a supplemental control is required for medium impact systems: the row is highlighted in yellow and the specific control is 
denoted with an asterisk.  A moderate impact system includes those systems where the loss of confidentiality, integrity or availability might: (1) 
cause a significant degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the 
effectiveness of the functions is significantly reduced; (2) result in significant damage to organizational assets; (3) result in significant financial 
loss; or (4) result in significant harm to individuals that does not involve loss of life or serious life-threatening injuries.  

A high impact systems include those systems where the loss of confidentiality, integrity or availability might: (1) cause a severe degradation in or 
loss of mission capability to an extent and duration that the organization is not able to perform one or more of its primary functions; (2) result in 
major damage to organizational assets; (3) result in major financial loss; or (4) result in severe or catastrophic harm to individuals involving loss of 
life or serious life-threatening injuries.  In some instances controls found below are high impact safeguards, these controls are denoted by orange 
highlight.  If you have implemented one or more high impact controls you should check the associated check-box field. 

NIST 
Control  

Reference 
Description Control Description Supplemental Guidance Implementation 

Status 
Supplemental 

Controls 

AC-1 
ACCESS CONTROL 

POLICY AND 
PROCEDURES 

The organization develops, disseminates and 
reviews/updates (1) A formal, documented 
access control policy that addresses purpose, 
scope, roles, responsibilities, management 
commitment, coordination among 
organizational entities and compliance; and 
(2) Formal, documented procedures to 
facilitate the implementation of the access 
control policy and associated access controls.  

This control is intended to produce the policy and 
procedures that are required for the effective 
implementation of selected security controls and control 
enhancements in the access control family.  The policy 
and procedures are consistent with applicable federal 
laws, Executive Orders, directives, policies, regulations, 
standards and guidance.  Existing organizational policies 
and procedures may make the need for additional 
specific policies and procedures unnecessary.  The 
access control policy can be included as part of the 
general information security policy for the organization.  
Access control procedures can be developed for the 
security program in general and, for a particular 
information system, when required.  The organizational 
risk management strategy is a key factor in the 
development of the access control policy.  Related 
control: PM-9. 
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NIST 
Control  

Reference 
Description Control Description Supplemental Guidance Implementation 

Status 
Supplemental 

Controls 

AC-2 ACCOUNT 
MANAGEMENT 

The organization manages information system 
accounts, including: (1) Identifying account 
types (i.e., individual, group, system, 
application, guest/anonymous and temporary); 
(2) Establishing conditions for group 
membership; (3) Identifying authorized users 
of the information system and specifying 
access privileges; (4) Requiring appropriate 
approvals for requests to establish accounts; 
(5) Establishing, activating, modifying, 
disabling and removing accounts; (6) 
Specifically authorizing and monitoring the 
use of guest/anonymous and temporary 
accounts; (7) Notifying account managers 
when temporary accounts are no longer 
required  

The identification of authorized users of the information 
system and the specification of access privileges is 
consistent with the requirements in other security 
controls in the security plan.  Users requiring 
administrative privileges on information system 
accounts receive additional scrutiny by organizational 
officials responsible for approving such accounts and 
privileged access.  Related controls: AC-3, AC-4, AC-5, 
AC-6, AC-10, AC-17, AC-19, AC-20, AU-9, IA-4, IA-
5, CM-5, CM-6, MA-3, MA-4, MA-5, SA-7, SC-13, SI-
9. 

 
 

AC-3 ACCESS 
ENFORCEMENT 

The organization manages information system 
accounts, including: (1) Identifying account 
types (i.e., individual, group, system, 
application, guest/anonymous and temporary); 
(2) Establishing conditions for group 
membership; (3) Identifying authorized users 
of the information system and specifying 
access privileges; (4) Requiring appropriate 
approvals for requests to establish accounts; 
(5) Establishing, activating, modifying, 
disabling and removing accounts; (6) 
Specifically authorizing and monitoring the 
use of guest/anonymous and temporary 
accounts; (7) Notifying account managers 
when temporary accounts are no longer 
required and when information system users 
are terminated, transferred or information 
system usage or need-to-know/need-to-share 
changes; (8) Deactivating: (a) temporary 
accounts that are no longer required; and (b) 
accounts of terminated or transferred users; 
(9) Granting access to the system based on: 
(a) a valid access authorization; (b) intended 
system usage; and (c) other attributes as 
required by the organization or associated 
missions/business functions; and (10) 
Reviewing accounts ensure organization-
defined frequency. 

The identification of authorized users of the information 
system and the specification of access privileges is 
consistent with the requirements in other security 
controls in the security plan.  Users requiring 
administrative privileges on information system 
accounts receive additional scrutiny by organizational 
officials responsible for approving such accounts and 
privileged access.  Related controls: AC-3, AC-4, AC-5, 
AC-6, AC-10, AC-17, AC-19, AC-20, AU-9, IA-4, IA-
5, CM-5, CM-6, MA-3, MA-4, MA-5, SA-7, SC-13, SI-
9. 
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AC-4 INFORMATION FLOW 
ENFORCEMENT 

The information system enforces assigned 
authorizations for controlling the flow of 
information within the system and between 
interconnected systems in accordance with 
applicable policy. 

Information flow control regulates where information is 
allowed to travel within an information system and 
between information systems (as opposed to who is 
allowed to access the information) and without explicit 
regard to subsequent accesses to that information.  A 
few, of many, generalized examples of possible 
restrictions that are better expressed as flow control than 
access control are: keeping export controlled 
information from being transmitted in the clear to the 
Internet, blocking outside traffic that claims to be from 
within the organization and not passing any web 
requests to the Internet that are not from the internal web 
proxy.  Information flow control policies and 
enforcement mechanisms are commonly employed by 
organizations to control the flow of information between 
designated sources and destinations (e.g., networks, 
individuals, devices) within information systems and 
between interconnected systems.  Flow control is based 
on the characteristics of the information and/or the 
information path.  Specific examples of flow control 
enforcement can be found in boundary protection 
devices (e.g., proxies, gateways, guards, encrypted 
tunnels, firewalls and routers) that employ rule sets or 
establish configuration settings that restrict information 
system services or provide a packet filtering capability.  
Related security control: SC-7. 

 
 

AC-5 SEPARATION OF 
DUTIES 

The information system enforces separation of 
duties through assigned access authorizations. 

The organization establishes appropriate divisions of 
responsibility and separates duties as needed to 
eliminate conflicts of interest in the responsibilities and 
duties of individuals.  There is access control software 
on the information system that prevents users from 
having all of the necessary authority or information 
access to perform fraudulent activity without collusion.  
Examples of separation of duties include: (1) mission 
functions and distinct information system support 
functions are divided among different individuals/roles; 
(2) different individuals perform information system 
support functions (e.g., system management, systems 
programming, quality assurance/testing, configuration 
management and network security); and (3) security 
personnel who administer access control functions do 
not administer audit functions. 
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AC-6 LEAST PRIVILEGE 

The information system enforces the most 
restrictive set of rights/privileges or accesses 
needed by users (or processes acting on behalf 
of users) for the performance of specified 
tasks. 

The organization employs the concept of least privilege 
for specific duties and information systems (including 
specific ports, protocols and services) in accordance 
with risk assessments as necessary to adequately 
mitigate risk to organizational operations, organizational 
assets, and individuals. 

 
 

AC-11 SESSION LOCK 

The information system prevents further 
access to the system by initiating a session 
lock, after organization-defined time period of 
inactivity and the session lock remains in 
effect until the user reestablishes access using 
appropriate identification and authentication 
procedures. 

Users can directly initiate session lock mechanisms.  A 
session lock is not a substitute for logging out of the 
information system.  Organization-defined time periods 
of inactivity comply with federal policy; for example, in 
accordance with OMB Memorandum 06-16, the 
organization-defined time period is no greater than thirty 
minutes for remote access and portable devices. 

 
 

AC-12 SESSION 
TERMINATION 

The information system automatically 
terminates a remote session, after 
organization-defined time period of inactivity. 

A remote session is initiated whenever an organizational 
information system is accessed by a user (or an 
information system) communicating through an 
external, non-organization-controlled network (e.g., the 
Internet). 

 
 

AC-13 
SUPERVISION AND 
REVIEW — ACCESS 

CONTROL 

The organization supervises and reviews the 
activities of users with respect to the 
enforcement and usage of information system 
access controls. 

The organization reviews audit records (e.g., user 
activity logs) for inappropriate activities in accordance 
with organizational procedures.  The organization 
investigates any unusual information system-related 
activities and periodically reviews changes to access 
authorizations.  The organization reviews more 
frequently the activities of users with significant 
information system roles and responsibilities.  The 
extent of the audit record reviews is based on the FIPS 
199 impact level of the information system.  For 
example, for low-impact systems, it is not intended that 
security logs be reviewed frequently for every 
workstation, but rather at central points such as a web 
proxy or e-Mail servers and when specific circumstances 
warrant review of other audit records.  NIST Special 
Publication 800-92 provides guidance on computer 
security log management. 

 
 

AC-15 AUTOMATED 
MARKING 

The information system marks output using 
standard naming conventions to identify any 
special dissemination, handling or distribution 
instructions. 

Automated marking refers to markings employed on 
external media (e.g., hardcopy documents output from 
the information system).  The markings used in external 
marking are distinguished from the labels used on 
internal data structures described in AC-16. 
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AC-16 AUTOMATED 
LABELING 

The information system appropriately labels 
information in storage, in process and in 
transmission. 

Automated labeling refers to labels employed on internal 
data structures (e.g., records, files) within the 
information system. Information labeling is 
accomplished in accordance with: (1) access control 
requirements; (2) special dissemination, handling or 
distribution instructions; or (3) as otherwise required to 
enforce information system security policy. 

  

AC-17 REMOTE ACCESS 
The organization authorizes, monitors and 
controls all methods of remote access to the 
information system. 

Remote access is any access to an organizational 
information system by a user (or an information system) 
communicating through an external, non-organization-
controlled network (e.g., the Internet).  Examples of 
remote access methods include dial-up, broadband and 
wireless.  Remote access controls are applicable to 
information systems other than public web servers or 
systems specifically designed for public access.  The 
organization restricts access achieved through dial-up 
connections (e.g., limiting dial-up access based upon 
source of request) or protects against unauthorized 
connections or subversion of authorized connections 
(e.g., using virtual private network technology).  NIST 
Special Publication 800-63 provides guidance on remote 
electronic authentication.  If the federal Personal 
Identity Verification (PIV) credential is used as an 
identification token where cryptographic token-based 
access control is employed, the access control system 
conforms to the requirements of FIPS 201 and NIST 
Special Publications 800-73 and 800-78.  NIST Special 
Publication 800-77 provides guidance on IPsec-based 
virtual private networks.  Related security control: IA-2. 

 
 

AC-18 WIRELESS ACCESS 
RESTRICTIONS 

The organization: (1) establishes usage 
restrictions and implementation guidance for 
wireless technologies; and (2) authorizes, 
monitors, controls wireless access to the 
information system. 

NIST Special Publications 800-48 and 800-97 provide 
guidance on wireless network security.  NIST Special 
Publication 800-94 provides guidance on wireless 
intrusion detection and prevention.  Control 
Enhancements: (1) The organization uses authentication 
and encryption to protect wireless access to the 
information system; (2) The organization scans for 
unauthorized wireless access points to organization-
defined frequency and takes appropriate action if such 
an access points are discovered.  Organizations conduct 
a thorough scan for unauthorized wireless access points 
in facilities containing high-impact information systems.  
The scan is not limited to only those areas within the 
facility containing the high-impact information systems. 
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AC-19 
ACCESS CONTROL 

FOR PORTABLE AND 
MOBILE DEVICES 

The organization: (1) establishes usage 
restrictions and implementation guidance for 
organization-controlled portable and mobile 
devices; and (2) authorizes, monitors and 
controls device access to organizational 
information systems. 

Portable and mobile devices (e.g., notebook computers, 
personal digital assistants, cellular telephones and other 
computing and communications devices with network 
connectivity and the capability of periodically operating 
in different physical locations) are only allowed access 
to organizational information systems in accordance 
with organizational security policies and procedures.  
Security policies and procedures include device 
identification and authentication, implementation of 
mandatory protective software (e.g., malicious code 
detection, firewall), configuration management, 
scanning devices for malicious code, updating virus 
protection software, scanning for critical software 
updates and patches, conducting primary operating 
system (and possibly other resident software) integrity 
checks and disabling unnecessary hardware (e.g., 
wireless, infrared).  Protecting information residing on 
portable and mobile devices (e.g., employing 
cryptographic mechanisms to provide confidentiality 
and integrity protections during storage and while in 
transit when outside of controlled areas) is covered in 
the media protection family.  Related security controls: 
MP-4, MP-5. 

 
 

AU-1 

AUDIT AND 
ACCOUNTABILITY 

POLICY AND 
PROCEDURES 

The organization develops, disseminates, and 
periodically reviews/updates: (1) a formal, 
documented, audit and accountability policy 
that addresses purpose, scope, roles, 
responsibilities, management commitment, 
coordination among organizational entities 
and compliance; and (2) formal, documented 
procedures to facilitate the implementation of 
the audit and accountability policy and 
associated audit and accountability controls. 
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AU-2 AUDITABLE EVENTS 

The organization: (1) Determines, based on a 
risk assessment and mission/business needs, 
that the information system must be capable 
of auditing the following events: ensure 
organization-defined list of auditable events; 
(2) Coordinates the security audit function 
with other organizational entities requiring 
audit-related information to enhance mutual 
support and to help guide the selection of 
auditable events; (3) Provides a rationale for 
why the list of auditable events are deemed to 
be adequate to support after-the-fact 
investigations of security incidents; and (4) 
Determines, based on current threat 
information and ongoing assessment of risk, 
that the following events are to be audited 
within the information system: ensure 
organization-defined subset of the auditable 
events defined in AU-2 a. to be audited along 
with the frequency of (or situation requiring) 
auditing for each identified event. 

The purpose of this control is for the organization to 
identify events which need to be auditable as significant 
and relevant to the security of the information system; 
giving an overall system requirement in order to meet 
ongoing and specific audit needs.  To balance auditing 
requirements with other information system needs, this 
control also requires identifying that subset of auditable 
events that are to be audited at a given point in time.  
For example, the organization may determine that the 
information system must have the capability to log every 
file access both successful and unsuccessful but not 
activate that capability except for specific circumstances 
due to the extreme burden on system performance.  In 
addition, audit records can be generated at various levels 
of abstraction, including at the packet level as 
information traverses the network.  Selecting the right 
level of abstraction for audit record generation is a 
critical aspect of an audit capability and can facilitate the 
identification of root causes to problems.  Related 
control: AU-3. 

 

The organization 
reviews and 
updates the list of 
auditable events 
(ensure 
organization-
defined 
frequency). The 
organization 
includes 
execution of 
privileged 
functions in the 
list of events to 
be audited by the 
information 
system. 

AU-3 CONTENT OF AUDIT 
RECORDS 

The organization: (1) Reviews and analyzes 
information system audit records, ensure 
organization-defined frequency, for 
indications of inappropriate or unusual 
activity and reports findings to designated 
organizational officials; and (2) Adjusts the 
level of audit review, analysis, and reporting 
within the information system when there is a 
change in risk to organizational operations, 
organizational assets, individuals, other 
organizations or the Nation based on law 
enforcement information, intelligence 
information or other credible sources of 
information 

Audit record content includes, for most audit records: 
(1) date and time of the event; (2) the component of the 
information system (e.g., software component, hardware 
component) where the event occurred; (3) type of event; 
(4) user/subject identity; and (5) the outcome (success or 
failure) of the event.  NIST Special Publication 800-92 
provides guidance on computer security log 
management. 

 
 

AU-4 AUDIT STORAGE 
CAPACITY 

The organization allocates sufficient audit 
record storage capacity and configures 
auditing to reduce the likelihood of such 
capacity being exceeded. 

The organization provides sufficient audit storage 
capacity, taking into account the auditing to be 
performed and the online audit processing requirements. 
Related security controls: AU-2, AU-5, AU-6, AU-7, SI-
4. 
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AU-6 
AUDIT MONITORING, 

ANALYSIS, AND 
REPORTING 

The organization regularly reviews/analyzes 
information system audit records for 
indications of inappropriate or unusual 
activity, investigates suspicious activity or 
suspected violations, reports findings to 
appropriate officials and takes necessary 
actions.  *Supplemental control for medium 
impact systems: the organization employs 
automated mechanisms to alert security 
personnel of the following inappropriate or 
unusual activities with security implications: 
ensure organization-defined list of 
inappropriate or unusual activities that are to 
result in alerts. 

Organizations increase the level of audit monitoring and 
analysis activity within the information system 
whenever there is an indication of increased risk to 
organizational operations, organizational assets, or 
individuals based on law enforcement information, 
intelligence information or other credible sources of 
information. 

 
 

AU-7 
AUDIT REDUCTION 

AND REPORT 
GENERATION 

The information system provides an audit 
reduction and report generation capability.  
Control enhancement for medium impact 
systems: The information system provides the 
capability to automatically process audit 
records for events of interest based upon 
selectable, event criteria. 

Audit reduction, review and reporting tools support 
after-the-fact investigations of security incidents without 
altering original audit records.  

 

AU-8 TIME STAMPS 

The information system provides time stamps 
for use in audit record generation.  
*Supplemental control for medium impact 
systems: the organization synchronizes 
internal information system clocks: ensure 
organization-defined frequency. 

Time stamps (including date and time) of audit records 
are generated using internal system clocks.  
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IA-2 

USER 
IDENTIFICATION 

AND 
AUTHENTICATION 

The information system uniquely identifies 
and authenticates users (or processes acting on 
behalf of users).  *Supplemental control for 
medium impact information systems: the 
information system employs multifactor 
authentication for remote system access that is 
NIST Special Publication 800-63 [Selection: 
organization-defined level 3, level 3 using a 
hardware authentication device, or level 4] 
compliant. 

Users are uniquely identified and authenticated for all 
accesses other than those accesses explicitly identified 
and documented by the organization in accordance 
security control AC-14.  Authentication of user 
identities is accomplished through the use of passwords, 
tokens, biometrics or, in the case of multifactor 
authentication, some combination thereof.  NIST Special 
Publication 800-63 provides guidance on remote 
electronic authentication including strength of 
authentication mechanisms.  For purposes of this 
control, the guidance provided in Special Publication 
800-63 is applied to both local and remote access to 
information systems.  Remote access is any access to an 
organizational information system by a user (or an 
information system) communicating through an 
external, non-organization-controlled network (e.g., the 
Internet).  Local access is any access to an 
organizational information system by a user (or an 
information system) communicating through an internal 
organization-controlled network (e.g., local area 
network) or directly to a device without the use of a 
network.  Unless a more stringent control enhancement 
is specified, authentication for both local and remote 
information system access is NIST Special Publication 
800-63 level 1 compliant.  FIPS 201 and Special 
Publications 800-73, 800-76, and 800-78 specify a 
personal identity verification (PIV) credential for use in 
the unique identification and authentication of federal 
employees and contractors.  In addition to identifying 
and authenticating users at the information system level 
(i.e., at system logon), identification and authentication 
mechanisms are employed at the application level, when 
necessary, to provide increased information security for 
the organization. 

 
 



 

 
Section 17 ~ Implemented Security Controls with Recommendations 
©2010 Mercer LLC, All Rights Reserved Page: 113 

NIST 
Control  

Reference 
Description Control Description Supplemental Guidance Implementation 

Status 
Supplemental 

Controls 

IA-3 

DEVICE 
IDENTIFICATION 

AND 
AUTHENTICATION 

The information system identifies and 
authenticates specific devices before 
establishing a connection. 

The information system typically uses either shared 
known information (e.g., Media Access Control (MAC) 
or Transmission Control Protocol/Internet Protocol 
(TCP/IP) addresses) or an organizational authentication 
solution (e.g., IEEE 802.1x and Extensible 
Authentication Protocol (EAP) or a Radius server with 
EAP-Transport Layer Security (TLS) authentication) to 
identify and authenticate devices on local and/or wide 
area networks.  The required strength of the device 
authentication mechanism is determined by the FIPS 
199 security categorization of the information system 
with higher impact levels requiring stronger 
authentication. 

 
 

IA-4  

The organization manages user identifiers by: 
(1) uniquely identifying each user; (2) 
verifying the identity of each user; (3) 
receiving authorization to issue a user 
identifier from an appropriate organization 
official; (4) issuing the user identifier to the 
intended party; (5) disabling the user identifier 
after, organization-defined time period, of 
inactivity; and (6) archiving user identifiers. 

Identifier management is not applicable to shared 
information system accounts (e.g., guest and anonymous 
accounts).  FIPS 201 and Special Publications 800-73, 
800-76, and 800-78 specify a personal identity 
verification (PIV) credential for use in the unique 
identification and authentication of federal employees 
and contractors. 
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IA-5 AUTHENTICATOR 
MANAGEMENT 

The organization manages information system 
authenticators by: (1) defining initial 
authenticator content; (2) establishing 
administrative procedures for initial 
authenticator distribution, for 
lost/compromised or damaged authenticators, 
and for revoking authenticators; (3) changing 
default authenticators upon information 
system installation; and (4) 
changing/refreshing authenticators 
periodically. 

Information system authenticators include, for example, 
tokens, PKI certificates, biometrics, passwords and key 
cards.  Users take reasonable measures to safeguard 
authenticators including maintaining possession of their 
individual authenticators, not loaning or sharing 
authenticators with others, and reporting lost or 
compromised authenticators immediately.  For 
password-based authentication, the information system: 
(1) protects passwords from unauthorized disclosure and 
modification when stored and transmitted; (2) prohibits 
passwords from being displayed when entered; (3) 
enforces password minimum and maximum lifetime 
restrictions; and (4) prohibits password reuse for a 
specified number of generations.  For PKI-based 
authentication, the information system: (1) validates 
certificates by constructing a certification path to an 
accepted trust anchor; (2) establishes user control of the 
corresponding private key; and (3) maps the 
authenticated identity to the user account.  In accordance 
with OMB policy and related E-authentication 
initiatives, authentication of public users accessing 
federal information systems (and associated 
authenticator management) may also be required to 
protect nonpublic or privacy-related information.  FIPS 
201 and Special Publications 800-73, 800-76, and 800-
78 specify a personal identity verification (PIV) 
credential for use in the unique identification and 
authentication of federal employees and contractors.  
NIST Special Publication 800-63 provides guidance on 
remote electronic authentication. 

 
 

IA-6 AUTHENTICATOR 
FEEDBACK 

The information system obscures feedback of 
authentication information during the 
authentication process to protect the 
information from possible exploitation/use by 
unauthorized individuals. 

The feedback from the information system does not 
provide information that would allow an unauthorized 
user to compromise the authentication mechanism.  
Displaying asterisks when a user types in a password is 
an example of obscuring feedback of authentication 
information. 
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IA-7 
CRYPTOGRAPHIC 

MODULE 
AUTHENTICATION 

The information system employs 
authentication methods that meet the 
requirements of applicable laws, Executive 
Orders, directives, policies, regulations, 
standards and guidance for authentication to a 
cryptographic module. 

The applicable federal standard for authentication to a 
cryptographic module is FIPS 140-2 (as amended).  
Validation certificates issued by the NIST 
Cryptographic Module Validation Program (including 
FIPS 140-1, FIPS 140-2 and future amendments) remain 
in effect, and the modules remain available for 
continued use and purchase until a validation certificate 
is specifically revoked.  Additional information on the 
use of validated cryptography is available at 
http://csrc.nist.gov/cryptval. 

 
 

SC-8 TRANSMISSION 
INTEGRITY 

The information system protects the integrity 
of transmitted information. 

If the organization is relying on a commercial service 
provider for transmission services as a commodity item 
rather than a fully dedicated service, it may be more 
difficult to obtain the necessary assurances regarding the 
implementation of needed security controls for 
transmission integrity.  When it is infeasible or 
impractical to obtain the necessary security controls and 
assurances of control effectiveness through appropriate 
contracting vehicles, the organization either implements 
appropriate compensating security controls or explicitly 
accepts the additional risk.  NIST Special Publication 
800-52 provides guidance on protecting transmission 
integrity using Transport Layer Security (TLS).  NIST 
Special Publication 800-77 provides guidance on 
protecting transmission integrity using IPsec.  NIST 
Special Publication 800-81 provides guidance on 
Domain Name System (DNS) message authentication 
and integrity verification.  NSTISSI No. 7003 contains 
guidance on the use of Protective Distribution Systems. 
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SC-9 TRANSMISSION 
CONFIDENTIALITY 

The information system protects the 
confidentiality of transmitted information. 

If the organization is relying on a commercial service 
provider for transmission services as a commodity item 
rather than a fully dedicated service, it may be more 
difficult to obtain the necessary assurances regarding the 
implementation of needed security controls for 
transmission confidentiality.  When it is infeasible or 
impractical to obtain the necessary security controls and 
assurances of control effectiveness through appropriate 
contracting vehicles, the organization either implements 
appropriate compensating security controls or explicitly 
accepts the additional risk.  NIST Special Publication 
800-52 provides guidance on protecting transmission 
confidentiality using Transport Layer Security (TLS).  
NIST Special Publication 800-77 provides guidance on 
protecting transmission confidentiality using IPsec.  
NSTISSI No. 7003 contains guidance on the use of 
Protective Distribution Systems.  Related security 
control: AC-17. 

 
 

SC-12 

CRYPTOGRAPHIC 
KEY 

ESTABLISHMENT 
AND MANAGEMENT 

When cryptography is required and employed 
within the information system, the 
organization establishes and manages 
cryptographic keys using automated 
mechanisms with supporting procedures or 
manual procedures. 

NIST Special Publication 800-56 provides guidance on 
cryptographic key establishment.  NIST Special 
Publication 800-57 provides guidance on cryptographic 
key management. 

 
 

SC-13 USE OF 
CRYPTOGRAPHY 

For information requiring cryptographic 
protection, the information system implements 
cryptographic mechanisms that comply with 
applicable laws, Executive Orders, directives, 
policies, regulations, standards and guidance. 

The applicable federal standard for employing 
cryptography in non-national security information 
systems is FIPS 140-2 (as amended).  Validation 
certificates issued by the NIST Cryptographic Module 
Validation Program (including FIPS 140-1, FIPS 140-2, 
and future amendments) remain in effect and the 
modules remain available for continued use and 
purchase until a validation certificate is specifically 
revoked.  NIST Special Publications 800-56 and 800-57 
provide guidance on cryptographic key establishment 
and cryptographic key management.  Additional 
information on the use of validated cryptography is 
available at http://csrc.nist.gov/cryptval. 
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AT-1 

SECURITY 
AWARENESS AND 
TRAINING POLICY 
AND PROCEDURES 

The organization develops, disseminates and 
periodically reviews/updates: (1) a formal, 
documented, security awareness and training 
policy that addresses purpose, scope, roles, 
responsibilities, management commitment, 
coordination among organizational entities 
and compliance; and (2) formal, documented 
procedures to facilitate the implementation of 
the security awareness and training policy and 
associated security awareness and training 
controls. 

The security awareness and training policy and 
procedures are consistent with applicable laws, 
Executive Orders, directives, policies, regulations, 
standards, and guidance.  The security awareness and 
training policy can be included as part of the general 
information security policy for the organization.  
Security awareness and training procedures can be 
developed for the security program in general, and for a 
particular information system, when required.  NIST 
Special Publications 800-16 and 800-50 provide 
guidance on security awareness and training.  NIST 
Special Publication 800-12 provides guidance on 
security policies and procedures. 

 
 

AT-2 SECURITY 
AWARENESS 

The organization provides basic security 
awareness training to all information system 
users (including managers and senior 
executives) before authorizing access to the 
system, when required by system changes, 
and ensure organization-defined frequency at 
least annually thereafter. 

The organization determines the appropriate content of 
security awareness training based on the specific 
requirements of the organization and the information 
systems to which personnel have authorized access.  The 
organization’s security awareness program is consistent 
with the requirements contained in C.F.R. Part 5 Subpart 
C (5 C.F.R 930.301) and with the guidance in NIST 
Special Publication 800-50. 

 
 

AT-3  

The organization identifies personnel that 
have significant information system security 
roles and responsibilities during the system 
development life cycle, documents those roles 
and responsibilities and provides appropriate 
information system security training: (1) 
before authorizing access to the system or 
performing assigned duties; (2) when required 
by system changes; and (3) ensure 
organization-defined frequency thereafter. 

The organization determines the appropriate content of 
security training based on the specific requirements of 
the organization and the information systems to which 
personnel have authorized access.  In addition, the 
organization provides system managers, system and 
network administrators, and other personnel having 
access to system-level software, adequate technical 
training to perform their assigned duties.  The 
organization’s security training program is consistent 
with the requirements contained in C.F.R. Part 5 Subpart 
C (5 C.F.R 930.301) and with the guidance in NIST 
Special Publication 800-50. 

 
 

AT-4 SECURITY TRAINING 
RECORDS 

The organization documents and monitors 
individual information system security 
training activities including basic security 
awareness training and specific information 
system security training. 
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AT-5 
CONTACTS WITH 

SECURITY GROUPS 
AND ASSOCIATIONS 

The organization establishes and maintains 
contacts with special interest groups, 
specialized forums, professional associations, 
news groups, and/or peer groups of security 
professionals in similar organizations to stay 
up to date with the latest recommended 
security practices, techniques and 
technologies and to share the latest security-
related information including threats, 
vulnerabilities and incidents. 

To facilitate ongoing security education and training for 
organizational personnel in an environment of rapid 
technology changes and dynamic threats, the 
organization establishes and institutionalizes contacts 
with selected groups and associations within the security 
community.  The groups and associations selected are in 
keeping with the organization’s mission requirements.  
Information sharing activities regarding threats, 
vulnerabilities, and incidents related to information 
systems are consistent with applicable laws, Executive 
Orders, directives, policies, regulations, standards and 
guidance. 

 
 

CM-1 

CONFIGURATION 
MANAGEMENT 

POLICY AND 
PROCEDURES 

The organization develops, disseminates, and 
periodically reviews/updates: (1) a formal, 
documented, configuration management 
policy that addresses purpose, scope, roles, 
responsibilities, management commitment, 
coordination among organizational entities 
and compliance; and (2) formal, documented 
procedures to facilitate the implementation of 
the configuration management policy and 
associated configuration management 
controls. 

The configuration management policy and procedures 
are consistent with applicable laws, Executive Orders, 
directives, policies, regulations, standards and guidance.  
The configuration management policy can be included 
as part of the general information security policy for the 
organization.  Configuration management procedures 
can be developed for the security program in general 
and, for a particular information system, when required. 
NIST Special Publication 800-12 provides guidance on 
security policies and procedures. 

 
 

CM-3 CONFIGURATION 
CHANGE CONTROL 

The organization authorizes, documents and 
controls changes to the information system. 

The organization manages configuration changes to the 
information system using an organizationally approved 
process (e.g., a chartered Configuration Control Board).  
Configuration change control involves the systematic 
proposal, justification, implementation, test/evaluation, 
review, and disposition of changes to the information 
system, including upgrades and modifications.  
Configuration change control includes changes to the 
configuration settings for information technology 
products (e.g., operating systems, firewalls, routers).  
The organization includes emergency changes in the 
configuration change control process, including changes 
resulting from the remediation of flaws.  The approvals 
to implement a change to the information system include 
successful results from the security analysis of the 
change.  The organization audits activities associated 
with configuration changes to the information system.  
Related security controls: CM-4, CM-6, SI-2. 
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CM-8 

INFORMATION 
SYSTEM 

COMPONENT 
INVENTORY 

The organization develops, documents, and 
maintains a current inventory of the 
components of the information system and 
relevant ownership information.  
Supplemental control for medium impact 
systems: the organization updates the 
inventory of information system components 
as an integral part of component installations. 

The organization determines the appropriate level of 
granularity for the information system components 
included in the inventory that are subject to management 
control (i.e., tracking, and reporting).  The inventory of 
information system components includes any 
information determined to be necessary by the 
organization to achieve effective property accountability 
(e.g., manufacturer, model number, serial number, 
software license information, system/component owner).  
The component inventory is consistent with the 
accreditation boundary of the information system.  
Related security controls: CM-2, CM-6. 

 
 

CP-1 
CONTINGENCY 

PLANNING POLICY 
AND PROCEDURES 

The organization develops, disseminates and 
periodically reviews/updates: (1) a formal, 
documented, contingency planning policy that 
addresses purpose, scope, roles, 
responsibilities, management commitment, 
coordination among organizational entities 
and compliance; and (2) formal, documented 
procedures to facilitate the implementation of 
the contingency planning policy and 
associated contingency planning controls. 

The contingency planning policy and procedures are 
consistent with applicable laws, Executive Orders, 
directives, policies, regulations, standards and guidance.  
The contingency planning policy can be included as part 
of the general information security policy for the 
organization.  Contingency planning procedures can be 
developed for the security program in general and, for a 
particular information system, when required.  NIST 
Special Publication 800-34 provides guidance on 
contingency planning. NIST Special Publication 800-12 
provides guidance on security policies and procedures. 

 
 

CP-2 CONTINGENCY PLAN 

The organization develops and implements a 
contingency plan for the information system 
addressing contingency roles, responsibilities, 
assigned individuals with contact information, 
and activities associated with restoring the 
system after a disruption or failure.  
Designated officials within the organization 
review and approve the contingency plan and 
distribute copies of the plan to key 
contingency personnel.  *Supplemental 
control for medium impact systems: the 
organization coordinates contingency plan 
development with organizational elements 
responsible for related plans. 

Examples of related plans include Business Continuity 
Plan, Disaster Recovery Plan, Continuity of Operations 
Plan, Business Recovery Plan, Incident Response Plan 
and Emergency Action Plan. 

 
 

CP-3 CONTINGENCY 
TRAINING 

The organization trains personnel in their 
contingency roles and responsibilities with 
respect to the information system and 
provides refresher training ensure 
organization-defined frequency at least 
annually. 
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CP-4 
CONTINGENCY PLAN 

TESTING AND 
EXERCISES 

The organization: (1) tests and/or exercises the 
contingency plan for the information system 
based on organization-defined frequency, at 
least annually, using organization-defined 
tests and/or exercises to determine the plan’s 
effectiveness and the organization’s readiness 
to execute the plan; and (2) reviews the 
contingency plan test/exercise results and 
initiates corrective actions.  *Supplemental 
control for medium impact systems: the 
organization coordinates contingency plan 
testing and/or exercises with organizational 
elements responsible for related plans. 

There are several methods for testing and/or exercising 
contingency plans to identify potential weaknesses (e.g., 
full-scale contingency plan testing, functional/tabletop 
exercises).  The depth and rigor of contingency plan 
testing and/or exercises increases with the FIPS 199 
impact level of the information system.  Contingency 
plan testing and/or exercises also include a 
determination of the effects on organizational operations 
and assets (e.g., reduction in mission capability) and 
individuals arising due to contingency operations in 
accordance with the plan.  NIST Special Publication 
800-84 provides guidance on test, training and exercise 
programs for information technology plans and 
capabilities.  Examples of related plans include Business 
Continuity Plan, Disaster Recovery Plan, Continuity of 
Operations Plan, Business Recovery Plan, Incident 
Response Plan and Emergency Action Plan. 

 
 

CP-5 CONTINGENCY PLAN 
UPDATE 

The organization reviews the contingency 
plan for the information system for an 
organization-defined frequency, at least 
annually, and revises the plan to address 
system/organizational changes or problems 
encountered during plan implementation, 
execution or testing. 

Organizational changes include changes in mission, 
functions, or business processes supported by the 
information system.  The organization communicates 
changes to appropriate organizational elements 
responsible for related plans (e.g., Business Continuity 
Plan, Disaster Recovery Plan, Continuity of Operations 
Plan, Business Recovery Plan, Incident Response Plan, 
Emergency Action Plan). 

 
 

CP-6 ALTERNATE 
STORAGE SITE 

The organization identifies an alternate 
storage site and initiates necessary agreements 
to permit the storage of information system 
backup information.  *Supplemental controls 
for medium impact systems: (1) the 
organization identifies an alternate storage site 
that is geographically separated from the 
primary storage site so as not to be susceptible 
to the same hazards; and (2) the organization 
identifies potential accessibility problems to 
the alternate storage site in the event of an 
area-wide disruption or disaster and outlines 
explicit mitigation actions. 

The frequency of information system backups and the 
transfer rate of backup information to the alternate 
storage site (if so designated) are consistent with the 
organization’s recovery time objectives and recovery 
point objectives. 
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CP-7 ALTERNATE 
PROCESSING SITE 

The organization identifies an alternate 
processing site and initiates necessary 
agreements to permit the resumption of 
information system operations for critical 
mission/business functions within 
organization-defined time period when the 
primary processing capabilities are 
unavailable.  Supplemental controls for 
medium impact systems: (1) the organization 
identifies an alternate processing site that is 
geographically separated from the primary 
processing site so as not to be susceptible to 
the same hazards; (2) the organization 
identifies potential accessibility problems to 
the alternate processing site in the event of an 
area-wide disruption or disaster and outlines 
explicit mitigation actions; and (3) the 
organization develops alternate processing site 
agreements that contain priority-of-service 
provisions in accordance with the 
organization’s availability requirements. 

Equipment and supplies required to resume operations 
within the organization-defined time period are either 
available at the alternate site or contracts are in place to 
support delivery to the site.  Timeframes to resume 
information system operations are consistent with 
organization-established recovery time objectives. 

 
 

CP-8 
TELE-

COMMUNICATIONS 
SERVICES 

The organization identifies primary and 
alternate telecommunications services to 
support the information system and initiates 
necessary agreements to permit the 
resumption of system operations for critical 
mission/business functions within 
organization-defined time period when the 
primary telecommunications capabilities are 
unavailable.  Supplemental control for 
medium impact systems: (1) the organization 
develops primary and alternate 
telecommunications service agreements that 
contain priority-of-service provisions in 
accordance with the organization’s availability 
requirements; and (2) the organization obtains 
alternate telecommunications services that do 
not share a single point of failure with primary 
telecommunications services. 

In the event that the primary and/or alternate 
telecommunications services are provided by a common 
carrier, the organization requests Telecommunications 
Service Priority (TSP) for all telecommunications 
services used for national security emergency 
preparedness (see http://tsp.ncs.gov for a full 
explanation of the TSP program). 
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CP-9 INFORMATION 
SYSTEM BACKUP 

The organization: (1) Conducts backups of 
user-level information contained in the 
information system based on an organization-
defined frequency consistent with recovery 
time and recovery point objectives; (2) 
Conducts backups of system-level information 
contained in the information system based on 
organization-defined frequency consistent 
with recovery time and recovery point 
objectives; (3) Conducts backups of 
information system documentation including 
security-related documentation, ensure 
organization-defined frequency consistent 
with recovery time and recovery point 
objectives; and (4) Protects the confidentiality 
and integrity of backup information at the 
storage location.  

System-level information includes, for example, system-
state information, operating system and application 
software, and licenses.  Digital signatures and 
cryptographic hashes are examples of mechanisms that 
can be employed by organizations to protect the 
integrity of information system backups.  An 
organizational assessment of risk guides the use of 
encryption for protecting backup information.  The 
protection of system backup information while in transit 
is beyond the scope of this control.  Related controls: 
CP-6, MP-4. 

 

(1) The 
organization tests 
backup 
information, 
verify 
organization-
defined frequency 
to verify media 
reliability and 
information 
integrity; (2) The 
organization uses 
a sample of 
backup 
information in the 
restoration of 
selected 
information 
system functions 
as part of 
contingency plan 
testing; (3) The 
organization 
stores backup 
copies of the 
operating system 
and other critical 
information 
system software, 
as well as copies 
of the information 
system inventory 
(including 
hardware, 
software and 
firmware 
components) in a 
separate facility 
or in a fire-rated 
container that is 
not co-located 
with the 
operational 
system; and 
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CP-9 
INFORMATION 

SYSTEM BACKUP 
(continued) 

   

(4) The 
organization 
transfers 
information 
system backup 
information to the 
alternate storage 
site based on 
organization-
defined time 
period and 
transfer rate 
consistent with 
the recovery time 
and recovery 
point objectives. 

CP-10 

INFORMATION 
SYSTEM RECOVERY 

AND 
RECONSTITUTION 

The organization provides for the recovery 
and reconstitution of the information system 
to a known state after a disruption, 
compromise or failure. 

Recovery is executing information system contingency 
plan activities to restore essential missions and business 
functions.  Reconstitution takes place following 
recovery and includes activities for returning the 
information system to its original functional state before 
contingency plan activation.  Recovery and 
reconstitution procedures are based on organizational 
priorities, established recovery point/time and 
reconstitution objectives and appropriate metrics.  
Reconstitution includes the deactivation of any interim 
information system capability that may have been 
needed during recovery operations.  Reconstitution also 
includes an assessment of the fully restored information 
system capability, a potential system reauthorization and 
the necessary activities to prepare the system against 
another disruption, compromise or failure.  Recovery 
and reconstitution capabilities employed by the 
organization can be a combination of automated 
mechanisms and manual procedures.  Related controls: 
CA-2, CA-6, CA-7, SC-24. 

 

(1) The 
information 
system 
implements 
transaction 
recovery for 
systems that are 
transaction-based; 
(2) The 
organization 
provides 
compensating 
security controls 
for organization-
defined 
circumstances 
that can inhibit 
recovery and 
reconstitution to a 
known state; 
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CP-10 

INFORMATION 
SYSTEM RECOVERY 

AND 
RECONSTITUTION 

(continued) 

   

(3) The 
organization 
provides 
[Selection: real-
time; near-real-
time] verify 
organization-
defined failover 
capability for the 
information 
system; and (4) 
The organization 
protects backup 
and restoration 
hardware, 
firmware and 
software. 

IR-1 
INCIDENT RESPONSE 

POLICY AND 
PROCEDURES 

The organization develops, disseminates and 
periodically reviews/updates: (1) a formal, 
documented, incident response policy that 
addresses purpose, scope, roles, 
responsibilities, management commitment, 
coordination among organizational entities 
and compliance; and (2) formal, documented 
procedures to facilitate the implementation of 
the incident response policy and associated 
incident response controls. 

The incident response policy and procedures are 
consistent with applicable laws, Executive Orders, 
directives, policies, regulations, standards and guidance.  
The incident response policy can be included as part of 
the general information security policy for the 
organization.  Incident response procedures can be 
developed for the security program in general and, for a 
particular information system, when required.  NIST 
Special Publication 800-12 provides guidance on 
security policies and procedures.  NIST Special 
Publication 800-61 provides guidance on incident 
handling and reporting.  NIST Special Publication 800-
83 provides guidance on malware incident handling and 
prevention. 

  

IR-2 INCIDENT RESPONSE 
TRAINING 

The organization trains personnel in their 
incident response roles and responsibilities 
with respect to the information system and 
provides refresher training: ensure 
organization-defined frequency at least 
annually. 
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IR-3 
INCIDENT RESPONSE 

TESTING AND 
EXERCISES 

The organization tests and/or exercises the 
incident response capability for the 
information system based on organization-
defined frequency, at least annually, using an 
organization-defined tests and/or exercises to 
determine the incident response effectiveness 
and documents the results. 

 
 

 

IR-4 INCIDENT 
HANDLING 

The organization implements an incident 
handling capability for security incidents that 
includes preparation, detection and analysis, 
containment, eradication, and recovery.  
Control enhancement for medium impact 
information systems: the organization 
employs automated mechanisms to support 
the incident handling process. 

Incident-related information can be obtained from a 
variety of sources including, but not limited to, audit 
monitoring, network monitoring, physical access 
monitoring and user/administrator reports.  The 
organization incorporates the lessons learned from 
ongoing incident handling activities into the incident 
response procedures and implements the procedures 
accordingly.  Related security controls: AU-6, PE-6. 

  

IR-5 INCIDENT 
MONITORING 

The organization tracks and documents 
information system security incidents on an 
ongoing basis. 

 
 

 

IR-6 INCIDENT 
REPORTING 

The organization promptly reports incident 
information to appropriate authorities.  
Control enhancement for medium impact 
systems: the organization employs automated 
mechanisms to assist in the reporting of 
security incidents. 

The types of incident information reported, the content 
and timeliness of the reports, and the list of designated 
reporting authorities or organizations are consistent with 
applicable laws, Executive Orders, directives, policies, 
regulations, standards and guidance.  Organizational 
officials report cyber security incidents to the United 
States Computer Emergency Readiness Team (US-
CERT) at http://www.us-cert.gov within the specified 
timeframe designated in the US-CERT Concept of 
Operations for Federal Cyber Security Incident 
Handling.  In addition to incident information, 
weaknesses and vulnerabilities in the information 
system are reported to appropriate organizational 
officials in a timely manner to prevent security 
incidents.  NIST Special Publication 800-61 provides 
guidance on incident reporting. 
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IR-7 INCIDENT RESPONSE 
ASSISTANCE 

The organization provides an incident 
response support resource that offers advice 
and assistance to users of the information 
system for the handling and reporting of 
security incidents.  The support resource is an 
integral part of the organization’s incident 
response capability.  Supplemental control for 
moderate impact systems: the organization 
employs automated mechanisms to increase 
the availability of incident response-related 
information and support. 

Possible implementations of incident response support 
resources in an organization include a help desk or an 
assistance group and access to forensics services, when 
required. 

  

MA-1 

SYSTEM 
MAINTENANCE 

POLICY AND 
PROCEDURES 

The organization develops, disseminates and 
periodically reviews/updates: (1) a formal, 
documented, information system maintenance 
policy that addresses purpose, scope, roles, 
responsibilities, management commitment, 
coordination among organizational entities 
and compliance; and (2) formal, documented 
procedures to facilitate the implementation of 
the information system maintenance policy 
and associated system maintenance controls. 

The information system maintenance policy and 
procedures are consistent with applicable laws, 
Executive Orders, directives, policies, regulations, 
standards and guidance.  The information system 
maintenance policy can be included as part of the 
general information security policy for the organization.  
System maintenance procedures can be developed for 
the security program in general and, for a particular 
information system, when required. NIST Special 
Publication 800-12 provides guidance on security 
policies and procedures. 

  

MA-2 CONTROLLED 
MAINTENANCE 

The organization schedules, performs, 
documents, and reviews records of routine 
preventative and regular maintenance 
(including repairs) on the components of the 
information system in accordance with 
manufacturer or vendor specifications and/or 
organizational requirements.  Control 
enhancement for medium impact systems: the 
organization maintains maintenance records 
for the information system that include: (1) 
the date and time of maintenance; (2) name of 
the individual performing the maintenance; 
(3) name of escort, if necessary; (4) a 
description of the maintenance performed; and 
(5) a list of equipment removed or replaced 
(including identification numbers, if 
applicable). 

All maintenance activities to include routine, scheduled 
maintenance and repairs are controlled; whether 
performed on site or remotely and whether the 
equipment is serviced on site or removed to another 
location.  Organizational officials approve the removal 
of the information system or information system 
components from the facility when repairs are 
necessary.  If the information system or component of 
the system requires off-site repair, the organization 
removes all information from associated media using 
approved procedures.  After maintenance is performed 
on the information system, the organization checks all 
potentially impacted security controls to verify that the 
controls are still functioning properly. 
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MA-5 MAINTENANCE 
PERSONNEL 

The organization allows only authorized 
personnel to perform maintenance on the 
information system. 

Maintenance personnel (whether performing 
maintenance locally or remotely) have appropriate 
access authorizations to the information system when 
maintenance activities allow access to organizational 
information or could result in a future compromise of 
confidentiality, integrity or availability.  When 
maintenance personnel do not have needed access 
authorizations, organizational personnel with 
appropriate access authorizations supervise maintenance 
personnel during the performance of maintenance 
activities on the information system. 

 
 

MA-6 TIMELY 
MAINTENANCE 

The organization obtains maintenance support 
and spare parts for based on an organization-
defined list of key information system 
components within an organization-defined 
time period of failure. 

   

MP-1 
MEDIA PROTECTION 

POLICY AND 
PROCEDURES 

The organization develops, disseminates and 
periodically reviews/updates: (1) a formal, 
documented, media protection policy that 
addresses purpose, scope, roles, 
responsibilities, management commitment, 
coordination among organizational entities 
and compliance; and (2) formal, documented 
procedures to facilitate the implementation of 
the media protection policy and associated 
media protection controls. 

The media protection policy and procedures are 
consistent with applicable laws, Executive Orders, 
directives, policies, regulations, standards and guidance.  
The media protection policy can be included as part of 
the general information security policy for the 
organization.  Media protection procedures can be 
developed for the security program in general and, for a 
particular information system, when required.  NIST 
Special Publication 800-12 provides guidance on 
security policies and procedures. 
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MP-2 MEDIA ACCESS 

The organization restricts access to, based on 
organization-defined types of digital and non-
digital media, to an organization-defined list 
of authorized individuals using based on 
organization-defined security measures.  
Enhancement Supplemental Guidance: this 
control enhancement is primarily applicable to 
designated media storage areas within an 
organization where a significant volume of 
media is stored and is not intended to apply to 
every location where some media is stored 
(e.g., in individual offices). 

Information system media includes both digital media 
(e.g., diskettes, magnetic tapes, external/removable hard 
drives, flash/thumb drives, compact disks, digital video 
disks) and non-digital media (e.g., paper, microfilm).  
This control also applies to mobile computing and 
communications devices with information storage 
capability (e.g., notebook/laptop computers, personal 
digital assistants, cellular telephones, digital cameras, 
and audio recording devices).  An organizational 
assessment of risk guides the selection of media and 
associated information contained on that media 
requiring restricted access.  Organizations document in 
policy and procedures, the media requiring restricted 
access, individuals authorized to access the media and 
the specific measures taken to restrict access.  Fewer 
protection measures are needed for media containing 
information determined by the organization to be in the 
public domain, to be publicly releasable or to have 
limited or no adverse impact if accessed by other than 
authorized personnel.  In these situations, it is assumed 
that the physical access controls where the media resides 
provide adequate protection.  Related controls: MP-4, 
PE-3. 

 

(1) The 
organization 
employs 
automated 
mechanisms to 
restrict access to 
media storage 
areas and to audit 
access attempts 
and access 
granted; and (2) 
The information 
system uses 
cryptographic 
mechanisms to 
protect and 
restrict access to 
information on 
portable digital 
media;  
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MP-3 MEDIA LABELING 

The organization: (1) Marks, in accordance 
with organizational policies and procedures, 
removable information system media and 
information system output indicating the 
distribution limitations, handling caveats and 
applicable security markings (if any) of the 
information; and (2) Exempts organization-
defined list of removable media types from 
marking as long as the exempted items remain 
within an organization-defined controlled 
areas.  

The term marking is used when referring to the 
application or use of human-readable security attributes.  
The term labeling is used when referring to the 
application or use of security attributes with regard to 
internal data structures within the information system 
(see AC-16, Security Attributes).  Removable 
information system media includes both digital media 
(e.g., diskettes, magnetic tapes, external/removable hard 
drives, flash/thumb drives, compact disks, digital video 
disks) and non-digital media (e.g., paper, microfilm).  
An organizational assessment of risk guides the 
selection of media requiring marking.  Marking is 
generally not required for media containing information 
determined by the organization to be in the public 
domain or to be publicly releasable.  Some 
organizations, however, may require markings for public 
information indicating that the information is publicly 
releasable.  Organizations may extend the scope of this 
control to include information system output devices 
containing organizational information, including, for 
example, monitors and printers.  Marking of removable 
media and information system output is consistent with 
applicable federal laws, Executive Orders, directives, 
policies, regulations, standards and guidance.   
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MP-4 MEDIA STORAGE 

The organization: () Physically controls and 
securely stores based on organization-defined 
types of digital and non-digital media within 
an organization-defined controlled areas using 
an organization-defined security measures; (2) 
Protects information system media until the 
media are destroyed or sanitized using 
approved equipment, techniques and 
procedures  

Information system media includes both digital media 
(e.g., diskettes, magnetic tapes, external/removable hard 
drives, flash/thumb drives, compact disks, digital video 
disks) and non-digital media (e.g., paper, microfilm).  
This control also applies to mobile computing and 
communications devices with information storage 
capability (e.g., notebook/laptop computers, personal 
digital assistants, cellular telephones, digital cameras 
and audio recording devices).  Telephone systems are 
also considered information systems and may have the 
capability to store information on internal media (e.g., 
on voicemail systems).  Since telephone systems do not 
have, in most cases, the identification, authentication 
and access control mechanisms typically employed in 
other information systems, organizational personnel use 
extreme caution in the types of information stored on 
telephone voicemail systems.  A controlled area is any 
area or space for which the organization has confidence 
that the physical and procedural protections are 
sufficient to meet the requirements established for 
protecting the information and/or information system.  
An organizational assessment of risk guides the 
selection of media and associated information contained 
on that media requiring physical protection.  Fewer 
protection measures are needed for media containing 
information determined by the organization to be in the 
public domain, to be publicly releasable or to have 
limited or no adverse impact on the organization or 
individuals if accessed by other than authorized 
personnel.  In these situations, it is assumed that the 
physical access controls to the facility where the media 
resides provide adequate protection.  As part of a 
defense-in-depth strategy, the organization considers 
routinely encrypting information at rest on selected 
secondary storage devices.  The employment of 
cryptography is at the discretion of the information 
owner/steward.  The selection of the cryptographic 
mechanisms used is based upon maintaining the 
confidentiality and integrity of the information.  The 
strength of mechanisms is commensurate with the 
classification and sensitivity of the information.  Related 
controls: AC-3, AC-19, CP-6, CP-9, MP-2, PE-3.   

 

The organization 
employs 
cryptographic 
mechanisms to 
protect 
information in 
storage. 
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MP-5 MEDIA TRANSPORT 

The organization: (1) Protects and controls, 
based on organization-defined types of digital 
and non-digital media, during transport 
outside of controlled areas using organization-
defined security measures; (2) Maintains 
accountability for information system media 
during transport outside of controlled areas; 
and (3) Restricts the activities associated with 
transport of such media to authorized 
personnel.  The organization protects digital 
and non-digital media during transport outside 
of controlled areas using organization-defined 
security measures, e.g., locked container, 
cryptography.  The organization documents, 
where appropriate, activities associated with 
the transport of information system media 
using an organization-defined system of 
records. 

Information system media includes both digital media 
(e.g., diskettes, magnetic tapes, removable hard drives, 
flash/thumb drives, compact disks, digital video disks) 
and non-digital media (e.g., paper, microfilm).  This 
control also applies to mobile computing and 
communications devices with information storage 
capability (e.g., notebook/laptop computers, personal 
digital assistants, cellular telephones, digital cameras 
and audio recording devices) that are transported outside 
of controlled areas.  Telephone systems are also 
considered information systems and may have the 
capability to store information on internal media (e.g., 
on voicemail systems).  Since telephone systems do not 
have, in most cases, the identification, authentication 
and access control mechanisms typically employed in 
other information systems, organizational personnel use 
caution in the types of information stored on telephone 
voicemail systems that are transported outside of 
controlled areas.  A controlled area is any area or space 
for which the organization has confidence that the 
physical and procedural protections provided are 
sufficient to meet the requirements established for 
protecting the information and/or information system.  
Physical and technical security measures for the 
protection of digital and non-digital media are 
commensurate with the classification or sensitivity of 
the information residing on the media, and consistent 
with applicable federal laws, Executive Orders, 
directives, policies, regulations, standards and guidance.  
Locked containers and cryptography are examples of 
security measures available to protect digital and non-
digital media during transport.  Cryptographic 
mechanisms can provide confidentiality and/or integrity 
protections depending upon the mechanisms used.  An 
organizational assessment of risk guides: (1) the 
selection of media and associated information contained 
on that media requiring protection during transport; and 
(2) the selection and use of storage containers for 
transporting non-digital media.  Authorized transport 
and courier personnel may include individuals from 
outside the organization (e.g., U.S.  Postal Service or a 
commercial transport or delivery service).  Related 
controls: AC-19, CP-9.   

 

(1) The 
organization 
documents 
activities 
associated with 
the transport of 
information 
system media; (2) 
The organization 
employs an 
identified 
custodian 
throughout the 
transport of 
information 
system media; 
and (3) The 
organization 
employs 
cryptographic 
mechanisms to 
protect the 
confidentiality 
and integrity of 
information 
stored on digital 
media during 
transport outside 
of controlled 
areas. 
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MP-6 
MEDIA 

SANITIZATION AND 
DISPOSAL 

The organization sanitizes information system 
media, both digital and non-digital, prior to 
disposal, release out of organizational control 
or release for reuse. 

This control applies to all media subject to disposal or 
reuse, whether or not considered removable.  
Sanitization is the process used to remove information 
from information system media such that there is 
reasonable assurance that the information cannot be 
retrieved or reconstructed.  Sanitization techniques, 
including clearing, purging, and destroying media 
information, prevent the disclosure of organizational 
information to unauthorized individuals when such 
media is reused or released for disposal.  The 
organization employs sanitization mechanisms with 
strength and integrity commensurate with the 
classification or sensitivity of the information.  The 
organization uses its discretion on the employment of 
sanitization techniques and procedures for media 
containing information deemed to be in the public 
domain or publicly releasable or deemed to have no 
adverse impact on the organization or individuals if 
released for reuse or disposal. 

 

(1) The 
organization 
tracks, 
documents, and 
verifies media 
sanitization and 
disposal actions; 
(2) The 
organization tests 
sanitization 
equipment and 
procedures to 
verify correct 
performance 
based on 
organization-
defined 
frequency; and 
(3) The 
organization 
sanitizes portable, 
removable 
storage devices 
prior to 
connecting such 
devices to the 
information 
system under the 
following 
circumstances: an 
organization-
defined list of 
circumstances 
requiring 
sanitization of 
portable, 
removable 
storage devices. 
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PE-1 

PHYSICAL AND 
ENVIRONMENTAL 

PROTECTION POLICY 
AND PROCEDURES 

The organization develops, disseminates and 
reviews/updates: (organization-defined 
frequency) (1) A formal, documented physical 
and environmental protection policy that 
addresses purpose, scope, roles, 
responsibilities, management commitment, 
coordination among organizational entities 
and compliance; and (2) Formal, documented 
procedures to facilitate the implementation of 
the physical and environmental protection 
policy and associated physical and 
environmental protection controls. 

This control is intended to produce the policy and 
procedures that are required for the effective 
implementation of selected security controls and control 
enhancements in the physical and environmental 
protection family.  The policy and procedures are 
consistent with applicable federal laws, Executive 
Orders, directives, policies, regulations, standards and 
guidance.  Existing organizational policies and 
procedures may make the need for additional specific 
policies and procedures unnecessary.  The physical and 
environmental protection policy can be included as part 
of the general information security policy for the 
organization.  Physical and environmental protection 
procedures can be developed for the security program in 
general and, for a particular information system, when 
required.  The organizational risk management strategy 
is a key factor in the development of the physical and 
environmental protection policy.  Related control: PM-9. 
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PE-2 PHYSICAL ACCESS 
AUTHORIZATIONS 

The organization: (1) Develops and keeps 
current a list of personnel with authorized 
access to the facility where the information 
system resides (except for those areas within 
the facility officially designated as publicly 
accessible); (2) Issues authorization 
credentials; and (3) Reviews and approves the 
access list and authorization credentials, based 
on organization-defined frequency, removing 
from the access list personnel no longer 
requiring access. 

Authorization credentials include, for example, badges, 
identification cards and smart cards.  Related control: 
PE-3, PE-4.  

(1) The 
organization 
authorizes 
physical access to 
the facility where 
the information 
system resides 
based on position 
or role; (2) The 
organization 
requires two 
forms of 
identification to 
gain access to the 
facility where the 
information 
system resides; 
and (3) The 
organization 
restricts physical 
access to the 
facility containing 
an information 
system that 
processes 
classified 
information to 
authorized 
personnel with 
appropriate 
clearances and 
access 
authorizations. 
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PE-3 PHYSICAL ACCESS 
CONTROL 

The organization: (1) Enforces physical access 
authorizations for all physical access points 
(including designated entry/exit points) to the 
facility where the information system resides 
(excluding those areas within the facility 
officially designated as publicly accessible); 
(2) Verifies individual access authorizations 
before granting access to the facility; (3) 
Controls entry to the facility containing the 
information system using physical access 
devices and/or guards; (4) Controls access to 
areas officially designated as publicly 
accessible in accordance with the 
organization’s assessment of risk; (5) Secures 
keys, combinations, and other physical access 
devices; (6) Inventories physical access 
devices based on organization-defined 
frequency; and (7) Changes combinations and 
keys based on organization-defined frequency 
and when keys are lost, combinations are 
compromised or individuals are transferred or 
terminated.  

The organization determines the types of guards needed; 
for example, professional physical security staff or other 
personnel such as administrative staff or information 
system users, as deemed appropriate.  Physical access 
devices include, for example, keys, locks, combinations 
and card readers.  Workstations and associated 
peripherals connected to (and part of) an organizational 
information system may be located in areas designated 
as publicly accessible with access to such devices being 
safeguarded.  Related controls: MP-2, MP-4, PE-2 

 

(1) The 
organization 
enforces physical 
access 
authorizations to 
the information 
system 
independent of 
the physical 
access controls 
for the facility; 
(2) The 
organization 
performs security 
checks at the 
physical 
boundary of the 
facility or 
information 
system for 
unauthorized 
exfiltration of 
information or 
information 
system 
components; and 
(3) The 
organization 
guards, alarms, 
and monitors 
every physical 
access point to 
the facility where 
the information 
system resides 24 
hours per day, 7 
days per week. 
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PE-4 
ACCESS CONTROL 

FOR TRANSMISSION 
MEDIUM 

The organization controls physical access to 
information system distribution and 
transmission lines within organizational 
facilities. 

Physical protections applied to information system 
distribution and transmission lines help prevent 
accidental damage, disruption and physical tampering.  
Additionally, physical protections are necessary to help 
prevent eavesdropping or in transit modification of 
unencrypted transmissions.  Protective measures to 
control physical access to information system 
distribution and transmission lines include: (1) locked 
wiring closets; (2) disconnected or locked spare jacks; 
and/or (3) protection of cabling by conduit or cable 
trays. 

  

PE-5 
ACCESS CONTROL 

FOR DISPLAY 
MEDIUM 

The organization controls physical access to 
information system output devices to prevent 
unauthorized individuals from obtaining the 
output. 

Monitors, printers and audio devices are examples of 
information system output devices.  

 

PE-6 MONITORING 
PHYSICAL ACCESS 

The organization: (1) Monitors physical 
access to the information system to detect and 
respond to physical security incidents; (2) 
Reviews physical access logs based on 
organization-defined frequency; and (3) 
Coordinates results of reviews and 
investigations with the organization’s incident 
response capability 

Investigation of and response to detected physical 
security incidents, including apparent security violations 
or suspicious physical access activities, are part of the 
organization’s incident response capability. 

 

(1) The 
organization 
monitors real-
time physical 
intrusion alarms 
and surveillance 
equipment; and 
(2) The 
organization 
employs 
automated 
mechanisms to 
recognize 
potential 
intrusions and 
initiate designated 
response actions. 
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PE-7 VISITOR CONTROL 

The organization controls physical access to 
the information system by authenticating 
visitors before authorizing access to the 
facility where the information system resides 
other than areas designated as publicly 
accessible. 

Individuals (to include organizational employees, 
contract personnel and others) with permanent 
authorization credentials for the facility are not 
considered visitors. 

 

(1) The 
organization 
escorts visitors 
and monitors 
visitor activity, 
when required; 
and (2) The 
organization 
requires two 
forms of 
identification for 
visitor access to 
the facility. 

PE-8 ACCESS RECORDS 

The organization: (1) Maintains visitor access 
records to the facility where the information 
system resides (except for those areas within 
the facility officially designated as publicly 
accessible); and (2) Reviews visitor access 
records based on organization-defined 
frequency. 

Visitor access records include, for example, 
name/organization of the person visiting, signature of 
the visitor, form(s) of identification, date of access, time 
of entry and departure, purpose of visit and 
name/organization of person visited.  

 

(1) The 
organization 
employs 
automated 
mechanisms to 
facilitate the 
maintenance and 
review of access 
records; and (2) 
The organization 
maintains a 
record of all 
physical access, 
both visitor and 
authorized 
individuals. 
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PE-11 EMERGENCY POWER 

The organization provides a short-term 
uninterruptible power supply to facilitate an 
orderly shutdown of the information system in 
the event of a primary power source loss. 

This control, to include any enhancements specified, 
may be satisfied by similar requirements fulfilled by 
another organizational entity other than the information 
security program.  Organizations avoid duplicating 
actions already covered. 

 

(1) The 
organization 
provides a long-
term alternate 
power supply for 
the information 
system that is 
capable of 
maintaining 
minimally 
required 
operational 
capability in the 
event of an 
extended loss of 
the primary 
power source; 
and (2) The 
organization 
provides a long-
term alternate 
power supply for 
the information 
system that is 
self-contained 
and not reliant on 
external power 
generation. 

PE-12 EMERGENCY 
LIGHTING 

The organization employs and maintains 
automatic emergency lighting for the 
information system that activates in the event 
of a power outage or disruption and that 
covers emergency exits and evacuation routes 
within the facility. 

This control, to include any enhancements specified, 
may be satisfied by similar requirements fulfilled by 
another organizational entity other than the information 
security program.  Organizations avoid duplicating 
actions already covered. 

 

The organization 
provides 
emergency 
lighting for all 
areas within the 
facility 
supporting 
essential missions 
and business 
functions. 



 

 
Section 17 ~ Implemented Security Controls with Recommendations 
©2010 Mercer LLC, All Rights Reserved Page: 139 

NIST 
Control  

Reference 
Description Control Description Supplemental Guidance Implementation 

Status 
Supplemental 

Controls 

PE-13 FIRE PROTECTION 

The organization employs and maintains fire 
suppression and detection devices/systems for 
the information system that are supported by 
an independent energy source. 

Fire suppression and detection devices/systems include, 
for example, sprinkler systems, handheld fire 
extinguishers, fixed fire hoses and smoke detectors.  
This control, to include any enhancements specified, 
may be satisfied by similar requirements fulfilled by 
another organizational entity other than the information 
security program.  Organizations avoid duplicating 
actions already covered. 

 

(1) The 
organization 
employs fire 
detection 
devices/systems 
for the 
information 
system that 
activate 
automatically and 
notify the 
organization and 
emergency 
responders in the 
event of a fire; (2) 
The organization 
employs fire 
suppression 
devices/systems 
for the 
information 
system that 
provide automatic 
notification of 
any activation to 
the organization 
and emergency 
responders; (3) 
The organization 
employs an 
automatic fire 
suppression 
capability for the 
information 
system when the 
facility is not 
staffed on a 
continuous basis; 
and 
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PE-13 FIRE PROTECTION 
(continued)    

(4) The 
organization 
ensures that the 
facility 
undergoes, based 
on organization-
defined 
frequency, fire 
marshal 
inspections and 
promptly resolves 
identified 
deficiencies. 

PE-14 
TEMPERATURE AND 

HUMIDITY 
CONTROLS 

The organization: (1) Maintains temperature 
and humidity levels within the facility where 
the information system resides at 
organization-defined acceptable levels; and 
(2) Monitors temperature and humidity levels 
using organization-defined frequency. 

This control, to include any enhancements specified, 
may be satisfied by similar requirements fulfilled by 
another organizational entity other than the information 
security program.  Organizations avoid duplicating 
actions already covered. 

 

(1) The 
organization 
employs 
automatic 
temperature and 
humidity controls 
in the facility to 
prevent 
fluctuations 
potentially 
harmful to the 
information 
system; and (2) 
The organization 
employs 
temperature and 
humidity 
monitoring that 
provides an alarm 
or notification of 
changes 
potentially 
harmful to 
personnel or 
equipment. 
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PE-15 WATER DAMAGE 
PROTECTION 

The organization protects the information 
system from damage resulting from water 
leakage by providing master shutoff valves 
that are accessible, working properly and 
known to key personnel. (1) Maintains visitor 
access records to the facility where the 
information system resides (except for those 
areas within the facility officially designated 
as publicly accessible); and (2) Reviews 
visitor access records based on organization-
defined frequency. 

This control, to include any enhancements specified, 
may be satisfied by similar requirements fulfilled by 
another organizational entity other than the information 
security program.  Organizations avoid duplicating 
actions already covered. 

 

The organization 
employs 
mechanisms that, 
without the need 
for manual 
intervention, 
protect the 
information 
system from 
water damage in 
the event of a 
water leak. 

PE-17 ALTERNATE WORK 
SITE 

The organization: (1) Employs based on 
organization-defined management, 
operational, and technical information system 
security controls at alternate work sites; (2) 
Assesses as feasible, the effectiveness of 
security controls at alternate work sites; and 
(3) Provides a means for employees to 
communicate with information security 
personnel in case of security incidents or 
problems.  

Alternate work sites may include, for example, 
government facilities or private residences of 
employees.  The organization may define different sets 
of security controls for specific alternate work sites or 
types of sites. 

 
 

PE-18 

LOCATION OF 
INFORMATION 

SYSTEM 
COMPONENTS 

The organization positions information system 
components within the facility to minimize 
potential damage from physical and 
environmental hazards and to minimize the 
opportunity for unauthorized access. 

Physical and environmental hazards include, for 
example, flooding, fire, tornados, earthquakes, 
hurricanes, acts of terrorism, vandalism, electromagnetic 
pulse, electrical interference and electromagnetic 
radiation.  Whenever possible, the organization also 
considers the location or site of the facility with regard 
to physical and environmental hazards.  In addition, the 
organization considers the location of physical entry 
points where unauthorized individuals, while not being 
granted access, might nonetheless be in close proximity 
to the information system and therefore increase the 
potential for unauthorized access to organizational 
communications (e.g., through the use of wireless 
sniffers or microphones).  This control, to include any 
enhancements specified, may be satisfied by similar 
requirements fulfilled by another organizational entity 
other than the information security program.  
Organizations avoid duplicating actions already covered. 

 

The organization 
plans the location 
or site of the 
facility where the 
information 
system resides 
with regard to 
physical and 
environmental 
hazards and for 
existing facilities, 
considers the 
physical and 
environmental 
hazards in its risk 
mitigation 
strategy. 
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PS-1 
PERSONNEL 

SECURITY POLICY 
AND PROCEDURES 

The organization develops, disseminates and 
periodically reviews/updates: (1) a formal, 
documented, personnel security policy that 
addresses purpose, scope, roles, 
responsibilities, management commitment, 
coordination among organizational entities 
and compliance; and (2) formal, documented 
procedures to facilitate the implementation of 
the personnel security policy and associated 
personnel security controls. 

The personnel security policy and procedures are 
consistent with applicable laws, Executive Orders, 
directives, policies, regulations, standards and guidance.  
The personnel security policy can be included as part of 
the general information security policy for the 
organization.  Personnel security procedures can be 
developed for the security program in general and, for a 
particular information system, when required.  NIST 
Special Publication 800-12 provides guidance on 
security policies and procedures. 

 
 

PS-2 POSITION 
CATEGORIZATION 

The organization assigns a risk designation to 
all positions and establishes screening criteria 
for individuals filling those positions.  The 
organization reviews and revises position risk 
designations, based on organization-defined 
frequency. 

Position risk designations are consistent with 5 CFR 
731.106(a) and Office of Personnel Management policy 
and guidance.  

 

PS-3 PERSONNEL 
SCREENING 

The organization screens individuals requiring 
access to organizational information and 
information systems before authorizing 
access. 

Screening is consistent with: (1) 5 CFR 731.106; (2) 
Office of Personnel Management policy, regulations, 
and guidance; (3) organizational policy, regulations, and 
guidance; (4) FIPS 201 and Special Publications 800-73, 
800-76 and 800-78; and (5) the criteria established for 
the risk designation of the assigned position. 

 
 

PS-4 PERSONNEL 
TERMINATION 

The organization, upon termination of 
individual employment, terminates 
information system access, conducts exit 
interviews, retrieves all organizational 
information system-related property and 
provides appropriate personnel with access to 
official records created by the terminated 
employee that are stored on organizational 
information systems. 

Information system-related property includes, for 
example, keys, identification cards and building passes.  
Timely execution of this control is particularly essential 
for employees or contractors terminated for cause. 

 
 

PS-5 PERSONNEL 
TRANSFER 

The organization reviews information 
systems/facilities access authorizations when 
personnel are reassigned or transferred to 
other positions within the organization and 
initiates appropriate actions. 

Appropriate actions that may be required include: (1) 
returning old and issuing new keys, identification cards 
and building passes; (2) closing old accounts and 
establishing new accounts; (3) changing system access 
authorizations; and (4) providing for access to official 
records created or controlled by the employee at the old 
work location and in the old accounts. 
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PS-6 ACCESS 
AGREEMENTS 

The organization completes appropriate 
signed access agreements for individuals 
requiring access to organizational information 
and information systems before authorizing 
access and reviews/updates the agreements 
based on organization-defined frequency]. 

Access agreements include, for example, nondisclosure 
agreements, acceptable use agreements, rules of 
behavior, and conflict-of-interest agreements.  
Electronic signatures are acceptable for use in 
acknowledging access agreements unless specifically 
prohibited by organizational policy. 

 
 

PS-7 
THIRD-PARTY 
PERSONNEL 
SECURITY 

The organization establishes personnel 
security requirements including security roles 
and responsibilities for third-party providers 
and monitors provider compliance. 

Third-party providers include, for example, service 
bureaus, contractors, and other organizations providing 
information system development, information 
technology services, outsourced applications and 
network and security management.  The organization 
explicitly includes personnel security requirements in 
acquisition-related documents.  NIST Special 
Publication 800-35 provides guidance on information 
technology security services. 

 
 

PS-8 PERSONNEL 
SANCTIONS 

The organization employs a formal sanctions 
process for personnel failing to comply with 
established information security policies and 
procedures. 

The sanctions process is consistent with applicable laws, 
Executive Orders, directives, policies, regulations, 
standards and guidance.  The sanctions process can be 
included as part of the general personnel policies and 
procedures for the organization. 

 
 

CA-1 

CERTIFICATION, 
ACCREDITATION, 

AND SECURITY 
ASSESSMENT 
POLICIES AND 
PROCEDURES 

The organization develops, disseminates and 
periodically reviews/updates: (1) formal, 
documented, security assessment and 
certification and accreditation policies that 
address purpose, scope, roles, responsibilities, 
management commitment, coordination 
among organizational entities and compliance; 
and (2) formal, documented procedures to 
facilitate the implementation of the security 
assessment and certification and accreditation 
policies and associated assessment, 
certification and accreditation controls. 

The security assessment and certification and 
accreditation policies and procedures are consistent with 
applicable laws, Executive Orders, directives, policies, 
regulations, standards and guidance.  The security 
assessment and certification and accreditation policies 
can be included as part of the general information 
security policy for the organization.  Security 
assessment and certification and accreditation 
procedures can be developed for the security program in 
general, and for a particular information system, when 
required.  The organization defines what constitutes a 
significant change to the information system to achieve 
consistent security reaccreditations.  NIST Special 
Publication 800-53A provides guidance on security 
control assessments.  NIST Special Publication 800-37 
provides guidance on security certification and 
accreditation.  NIST Special Publication 800-12 
provides guidance on security policies and procedures. 
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CA-2 SECURITY 
ASSESSMENTS 

The organization conducts an assessment of 
the security controls in the information system 
based on organization-defined frequency, at 
least annually, to determine the extent to 
which the controls are implemented correctly, 
operating as intended and producing the 
desired outcome with respect to meeting the 
security requirements for the system. 

This control is intended to support the FISMA 
requirement that the management, operational and 
technical controls in each information system contained 
in the inventory of major information systems be 
assessed with a frequency depending on risk, but no less 
than annually.  The FISMA requirement for (at least) 
annual security control assessments should not be 
interpreted by organizations as adding additional 
assessment requirements to those requirements already 
in place in the security certification and accreditation 
process.  To satisfy the annual FISMA assessment 
requirement, organizations can draw upon the security 
control assessment results from any of the following 
sources, including but not limited to: (1) security 
certifications conducted as part of an information system 
accreditation or reaccreditation process (see CA-4); (2) 
continuous monitoring activities (see CA-7); or (3) 
testing and evaluation of the information system as part 
of the ongoing system development life cycle process 
(provided that the testing and evaluation results are 
current and relevant to the determination of security 
control effectiveness).  Existing security assessment 
results are reused to the extent that they are still valid 
and are supplemented with additional assessments as 
needed.  Reuse of assessment information is critical in 
achieving a broad-based, cost-effective and fully 
integrated security program capable of producing the 
needed evidence to determine the actual security status 
of the information system. 

 
 

CA-3 
INFORMATION 

SYSTEM 
CONNECTIONS 

The organization authorizes all connections 
from the information system to other 
information systems outside of the 
accreditation boundary through the use of 
system connection agreements and 
monitors/controls the system connections on 
an ongoing basis. 

Since FIPS 199 security categorizations apply to 
individual information systems, the organization 
carefully considers the risks that may be introduced 
when systems are connected to other information 
systems with different security requirements and 
security controls, both within the organization and 
external to the organization.  Risk considerations also 
include information systems sharing the same networks.  
NIST Special Publication 800-47 provides guidance on 
connecting information systems.  Related security 
controls: SC-7, SA-9. 
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CA-4 SECURITY 
CERTIFICATION 

The organization conducts an assessment of 
the security controls in the information system 
to determine the extent to which the controls 
are implemented correctly, operating as 
intended, and producing the desired outcome 
with respect to meeting the security 
requirements for the system.  Control 
enhancement for moderate impact systems: 
the organization employs an independent 
certification agent or certification team to 
conduct an assessment of the security controls 
in the information system. 

A security certification is conducted by the organization 
in support of the OMB Circular A-130, Appendix III 
requirement for accrediting the information system.  The 
security certification is a key factor in all security 
accreditation (i.e., authorization) decisions and is 
integrated into and spans the system development life 
cycle.  The organization assesses all security controls in 
an information system during the initial security 
accreditation.  Subsequent to the initial accreditation and 
in accordance with OMB policy, the organization 
assesses a subset of the controls annually during 
continuous monitoring (see CA-7).  The organization 
can use the current year’s assessment results obtained 
during security certification to meet the annual FISMA 
assessment requirement (see CA-2).  NIST Special 
Publication 800-53A provides guidance on security 
control assessments.  NIST Special Publication 800-37 
provides guidance on security certification and 
accreditation.  Related security controls: CA-2, CA-6, 
SA-11. 
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CA-6 SECURITY 
ACCREDITATION 

The organization authorizes (i.e., accredits) 
the information system for processing before 
operations and updates the authorization per 
an organization-defined frequency, at least 
every three years], or when there is a 
significant change to the system.  A senior 
organizational official signs and approves the 
security accreditation. 

OMB Circular A-130, Appendix III, establishes policy 
for security accreditations of federal information 
systems.  The organization assesses the security controls 
employed within the information system before and in 
support of the security accreditation.  Security 
assessments conducted in support of security 
accreditations are called security certifications.  The 
security accreditation of an information system is not a 
static process.  Through the employment of a 
comprehensive continuous monitoring process (the 
fourth and final phase of the certification and 
accreditation process), the critical information contained 
in the accreditation package (i.e., the system security 
plan, the security assessment report, and the plan of 
action and milestones) is updated on an ongoing basis 
providing the authorizing official and the information 
system owner with an up-to-date status of the security 
state of the information system.  To reduce the 
administrative burden of the three-year reaccreditation 
process, the authorizing official uses the results of the 
ongoing continuous monitoring process to the maximum 
extent possible as the basis for rendering a 
reaccreditation decision.  NIST Special Publication 800-
37 provides guidance on the security certification and 
accreditation of information systems.  Related security 
controls: CA-2, CA-4, CA-7. 
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CA-7 CONTINUOUS 
MONITORING 

The organization monitors the security 
controls in the information system on an 
ongoing basis. 

Continuous monitoring activities include configuration 
management and control of information system 
components, security impact analyses of changes to the 
system, ongoing assessment of security controls, and 
status reporting.  The organization assesses all security 
controls in an information system during the initial 
security accreditation.  Subsequent to the initial 
accreditation and in accordance with OMB policy, the 
organization assesses a subset of the controls annually 
during continuous monitoring.  The selection of an 
appropriate subset of security controls is based on: (1) 
the FIPS 199 security categorization of the information 
system; (2) the specific security controls selected and 
employed by the organization to protect the information 
system; and (3) the level of assurance (or grounds for 
confidence) that the organization must have in 
determining the effectiveness of the security controls in 
the information system.  The organization establishes 
the selection criteria and subsequently selects a subset of 
the security controls employed within the information 
system for assessment.  The organization also 
establishes the schedule for control monitoring to ensure 
adequate coverage is achieved.  Those security controls 
that are volatile or critical to protecting the information 
system are assessed at least annually.  All other controls 
are assessed at least once during the information 
system’s three-year accreditation cycle.  The 
organization can use the current year’s assessment 
results obtained during continuous monitoring to meet 
the annual FISMA assessment requirement (see CA-2). 

 
 

PL-1 
SECURITY 

PLANNING POLICY 
AND PROCEDURES 

The organization develops, disseminates and 
periodically reviews/updates: (1) a formal, 
documented, security planning policy that 
addresses purpose, scope, roles, 
responsibilities, management commitment, 
coordination among organizational entities 
and compliance; and (2) formal, documented 
procedures to facilitate the implementation of 
the security planning policy and associated 
security planning controls. 

The security planning policy and procedures are 
consistent with applicable laws, Executive Orders, 
directives, policies, regulations, standards and guidance.  
The security planning policy addresses the overall policy 
requirements for confidentiality, integrity and 
availability and can be included as part of the general 
information security policy for the organization.  
Security planning procedures can be developed for the 
security program in general and, for a particular 
information system, when required.  NIST Special 
Publication 800-18 provides guidance on security 
planning.  NIST Special Publication 800-12 provides 
guidance on security policies and procedures. 
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PL-2 SYSTEM SECURITY 
PLAN 

The organization: (1) Develops a security plan 
for the information system that: (a) Is 
consistent with the organization’s enterprise 
architecture; (b) Explicitly defines the 
authorization boundary for the system; (c) 
Describes the operational context of the 
information system in terms of missions and 
business processes; (d) Provides the security 
category and impact level of the information 
system including supporting rationale; (e) 
Describes the operational environment for the 
information system; (f) Describes 
relationships with or connections to other 
information systems; (g) Provides an 
overview of the security requirements for the 
system; (h) Describes the security controls in 
place or planned for meeting those 
requirements including a rationale for the 
tailoring and supplementation decisions; and 
(i) Is reviewed and approved by the 
authorizing official or designated 
representative prior to plan implementation; 
(2) Reviews the security plan for the 
information system based on organization-
defined frequency; and (3) Updates the plan to 
address changes to the information 
system/environment of operation or problems 
identified during plan implementation or 
security control assessments.  

The security plan contains sufficient information 
(including specification of parameters for assignment 
and selection statements in security controls either 
explicitly or by reference) to enable an implementation 
that is unambiguously compliant with the intent of the 
plan and a subsequent determination of risk to 
organizational operations and assets, individuals, other 
organizations and the Nation if the plan is implemented 
as intended.  Related controls: PM-1, PM-7, PM-8, PM-
9, PM-11. 

 

(1) External 
interfaces, the 
information being 
exchanged across 
the interfaces and 
the protection 
mechanisms 
associated with 
each interface; (2) 
User roles and the 
access privileges 
assigned to each 
role; (3) Unique 
security 
requirements; (4) 
Types of 
information 
processed, stored, 
or transmitted by 
the information 
system and any 
specific 
protection needs 
in accordance 
with applicable 
federal laws, 
Executive Orders, 
directives, 
policies, 
regulations, 
standards and 
guidance; and (5) 
Restoration 
priority of 
information or 
information 
system services.  

PL-3 SYSTEM SECURITY 
PLAN UPDATE 

The organization reviews the security plan for 
the information system based on organization-
defined frequency, at least annually, and 
revises the plan to address 
system/organizational changes or problems 
identified during plan implementation or 
security control assessments. 

Significant changes are defined in advance by the 
organization and identified in the configuration 
management process.  NIST Special Publication 800-18 
provides guidance on security plan updates. 

 

(Depracated 
Incorporated into 
PL-2) 
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PL-6 SECURITY-RELATED 
ACTIVITY PLANNING 

The organization plans and coordinates 
security-related activities affecting the 
information system before conducting such 
activities in order to reduce the impact on 
organizational operations (i.e., mission, 
functions, image, and reputation), 
organizational assets and individuals. 

Routine security-related activities include, but are not 
limited to, security assessments, audits, system hardware 
and software maintenance, security certifications and 
testing/exercises.  Organizational advance planning and 
coordination includes both emergency and non-
emergency (i.e., routine) situations. 

 
 

RA-1 
RISK ASSESSMENT 

POLICY AND 
PROCEDURES 

The organization develops, disseminates and 
periodically reviews/updates: (1) a formal, 
documented risk assessment policy that 
addresses purpose, scope, roles, 
responsibilities, management commitment, 
coordination among organizational entities 
and compliance; and (2) formal, documented 
procedures to facilitate the implementation of 
the risk assessment policy and associated risk 
assessment controls. 

The risk assessment policy and procedures are consistent 
with applicable laws, Executive Orders, directives, 
policies, regulations, standards and guidance.  The risk 
assessment policy can be included as part of the general 
information security policy for the organization.  Risk 
assessment procedures can be developed for the security 
program in general and, for a particular information 
system, when required.  NIST Special Publications 800-
30 provides guidance on the assessment of risk.  NIST 
Special Publication 800-12 provides guidance on 
security policies and procedures. 

 
 

RA-2 SECURITY 
CATEGORIZATION 

The organization categorizes the information 
system and the information processed, stored, 
or transmitted by the system in accordance 
with applicable laws, Executive Orders, 
directives, policies, regulations, standards and 
guidance and documents the results (including 
supporting rationale) in the system security 
plan.  Designated senior-level officials within 
the organization review and approve the 
security categorizations. 

The applicable federal standard for security 
categorization of non-national security information and 
information systems is FIPS 199.  The organization 
conducts FIPS 199 security categorizations as an 
organization-wide activity with the involvement of the 
chief information officer, senior agency information 
security officer, information system owners and 
information owners.  The organization also considers 
potential impacts to other organizations and, in 
accordance with the USA PATRIOT Act of 2001 and 
Homeland Security Presidential Directives, potential 
national-level impacts in categorizing the information 
system.  As part of a defense-in-depth protection 
strategy, the organization considers partitioning higher-
impact information systems into separate physical 
domains (or environments) and restricting or prohibiting 
network access in accordance with an organizational 
assessment of risk.  NIST Special Publication 800-60 
provides guidance on determining the security 
categories of the information types resident on the 
information system.  Related security controls: MP-4, 
SC-7. 
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RA-3 RISK ASSESSMENT 

The organization conducts assessments of the 
risk and magnitude of harm that could result 
from the unauthorized access, use, disclosure, 
disruption, modification or destruction of 
information and information systems that 
support the operations and assets of the 
agency (including information and 
information systems managed/operated by 
external parties). 

Risk assessments take into account vulnerabilities, threat 
sources, and security controls planned or in place to 
determine the resulting level of residual risk posed to 
organizational operations, organizational assets or 
individuals based on the operation of the information 
system.  The organization also considers potential 
impacts to other organizations and, in accordance with 
the USA PATRIOT Act and Homeland Security 
Presidential Directives, potential national-level impacts 
in categorizing the information system.  Risk 
assessments also take into account risk posed to 
organizational operations, organizational assets, or 
individuals from external parties (e.g., service providers, 
contractors operating information systems on behalf of 
the organization, individuals accessing organizational 
information systems, outsourcing entities).  In 
accordance with OMB policy and related E-
authentication initiatives, authentication of public users 
accessing federal information systems may also be 
required to protect nonpublic or privacy-related 
information.  As such, organizational assessments of risk 
also address public access to federal information 
systems.  The General Services Administration provides 
tools supporting that portion of the risk assessment 
dealing with public access to federal information 
systems.  NIST Special Publication 800-30 provides 
guidance on conducting risk assessments including 
threat, vulnerability and impact assessments. 

 
 

RA-4 RISK ASSESSMENT 
UPDATE 

The organization updates the risk assessment 
based on organization-defined frequency or 
whenever there are significant changes to the 
information system, the facilities where the 
system resides, or other conditions that may 
impact the security or accreditation status of 
the system. 

The organization develops and documents specific 
criteria for what is considered significant change to the 
information system.  NIST Special Publication 800-30 
provides guidance on conducting risk assessment 
updates. 
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RA-5 VULNERABILITY 
SCANNING 

The organization scans for vulnerabilities in 
the information system based on organization-
defined frequency or when significant new 
vulnerabilities potentially affecting the system 
are identified and reported. 

Vulnerability scanning is conducted using appropriate 
scanning tools and techniques.  The organization trains 
selected personnel in the use and maintenance of 
vulnerability scanning tools and techniques.  
Vulnerability scans are scheduled and/or random in 
accordance with organizational policy and assessment of 
risk.  The information obtained from the vulnerability 
scanning process is freely shared with appropriate 
personnel throughout the organization to help eliminate 
similar vulnerabilities in other information systems.  
Vulnerability analysis for custom software and 
applications may require additional, more specialized 
approaches (e.g., vulnerability scanning tools for 
applications, source code reviews, static analysis of 
source code).  NIST Special Publication 800-42 
provides guidance on network security testing.  NIST 
Special Publication 800-40 (Version 2) provides 
guidance on patch and vulnerability management. 

 
 

SA-4 ACQUISITIONS 

The organization includes security 
requirements and/or security specifications, 
either explicitly or by reference, in 
information system acquisition contracts 
based on an assessment of risk and in 
accordance with applicable laws, Executive 
Orders, directives, policies, regulations and 
standards. Control enhancement for medium 
impact information systems: the organization 
requires in solicitation documents that 
appropriate documentation be provided 
describing the functional properties of the 
security controls employed within the 
information system with sufficient detail to 
permit analysis and testing of the controls. 

The solicitation documents (e.g., Requests for 
Proposals) for information systems and services include, 
either explicitly or by reference, security requirements 
that describe: (1) required security capabilities (security 
needs and, as necessary, specific security controls and 
other specific FISMA requirements); (2) required design 
and development processes; (3) required test and 
evaluation procedures; and (4) required documentation.  
The requirements in the solicitation documents permit 
updating security controls as new threats/vulnerabilities 
are identified and as new technologies are implemented. 
NIST Special Publication 800-36 provides guidance on 
the selection of information security products.  NIST 
Special Publication 800-35 provides guidance on 
information technology security services.  NIST Special 
Publication 800-64 provides guidance on security 
considerations in the system development life cycle. 
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SA-9 
EXTERNAL 

INFORMATION 
SYSTEM SERVICES 

The organization: (1) requires that providers 
of external information system services 
employ adequate security controls in 
accordance with applicable laws, Executive 
Orders, directives, policies, regulations, 
standards, guidance and established service-
level agreements; and (2) monitors security 
control compliance. 

An external information system service is a service that 
is implemented outside of the accreditation boundary of 
the organizational information system (i.e., a service that 
is used by, but not a part of, the organizational 
information system).  Relationships with external 
service providers are established in a variety of ways, 
for example, through joint ventures, business 
partnerships, outsourcing arrangements (i.e., through 
contracts, interagency agreements, lines of business 
arrangements), licensing agreements and/or supply chain 
exchanges.  Ultimately, the responsibility for adequately 
mitigating risks to the organization’s operations and 
assets, and to individuals, arising from the use of 
external information system services remains with the 
authorizing official.  Authorizing officials must require 
that an appropriate chain of trust be established with 
external service providers when dealing with the many 
issues associated with information system security. 

 
 

SI-1 

SYSTEM AND 
INFORMATION 

INTEGRITY POLICY 
AND PROCEDURES 

The organization develops, disseminates and 
periodically reviews/updates: (1) a formal, 
documented, system and information integrity 
policy that addresses purpose, scope, roles, 
responsibilities, management commitment, 
coordination among organizational entities 
and compliance; and (2) formal, documented 
procedures to facilitate the implementation of 
the system and information integrity policy 
and associated system and information 
integrity controls. 

The system and information integrity policy and 
procedures are consistent with applicable laws, 
Executive Orders, directives, policies, regulations, 
standards and guidance.  The system and information 
integrity policy can be included as part of the general 
information security policy for the organization.  System 
and information integrity procedures can be developed 
for the security program in general and, for a particular 
information system, when required.  NIST Special 
Publication 800-12 provides guidance on security 
policies and procedures. 
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SI-3 MALICIOUS CODE 
PROTECTION 

The information system implements malicious 
code protection.  Supplemental controls for 
medium impact systems: (1) the organization 
centrally manages malicious code protection 
mechanisms; (2) the information system 
automatically updates malicious code 
protection mechanisms. 

The organization employs malicious code protection 
mechanisms at critical information system entry and exit 
points (e.g., firewalls, e-Mail servers, web servers, proxy 
servers, remote-access servers) and at workstations, 
servers, or mobile computing devices on the network.  
The organization uses the malicious code protection 
mechanisms to detect and eradicate malicious code (e.g., 
viruses, worms, Trojan horses, spyware) transported: (1) 
by e-Mail, e-Mail attachments, Internet accesses, 
removable media (e.g., USB devices, diskettes or 
compact disks), or other common means; or (2) by 
exploiting information system vulnerabilities.  The 
organization updates malicious code protection 
mechanisms (including the latest virus definitions) 
whenever new releases are available in accordance with 
organizational configuration management policy and 
procedures.  The organization considers using malicious 
code protection software products from multiple vendors 
(e.g., using one vendor for boundary devices and servers 
and another vendor for workstations).  The organization 
also considers the receipt of false positives during 
malicious code detection and eradication and the 
resulting potential impact on the availability of the 
information system.  NIST Special Publication 800-83 
provides guidance on implementing malicious code 
protection. 
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SI-4 

INFORMATION 
SYSTEM 

MONITORING TOOLS 
AND TECHNIQUES 

The organization employs tools and 
techniques to monitor events on the 
information system, detect attacks and provide 
identification of unauthorized use of the 
system.  Control enhancement for moderate 
impact information systems: the information 
system monitors inbound and outbound 
communications for unusual or unauthorized 
activities or conditions. 

Information system monitoring capability is achieved 
through a variety of tools and techniques (e.g., intrusion 
detection systems, intrusion prevention systems, 
malicious code protection software, audit record 
monitoring software, network monitoring software).  
Monitoring devices are strategically deployed within the 
information system (e.g., at selected perimeter locations, 
near server farms supporting critical applications) to 
collect essential information.  Monitoring devices are 
also deployed at ad hoc locations within the system to 
track specific transactions.  Additionally, these devices 
are used to track the impact of security changes to the 
information system.  The granularity of the information 
collected is determined by the organization based upon 
its monitoring objectives and the capability of the 
information system to support such activities.  
Organizations consult appropriate legal counsel with 
regard to all information system monitoring activities.  
Organizations heighten the level of information system 
monitoring activity whenever there is an indication of 
increased risk to organizational operations, 
organizational assets or individuals based on law 
enforcement information, intelligence information, or 
other credible sources of information.  NIST Special 
Publication 800-61 provides guidance on detecting 
attacks through various types of security technologies.  
NIST Special Publication 800-83 provides guidance on 
detecting malware-based attacks through malicious code 
protection software.  NIST Special Publication 800-92 
provides guidance on monitoring and analyzing 
computer security event logs.  NIST Special Publication 
800-94 provides guidance on intrusion detection and 
prevention.  Related security control: AC-8. 

 
 

SI-5 SECURITY ALERTS 
AND ADVISORIES 

The organization receives information system 
security alerts/advisories on a regular basis, 
issues alerts/advisories to appropriate 
personnel and takes appropriate actions in 
response. 

The organization documents the types of actions to be 
taken in response to security alerts/advisories.  The 
organization also maintains contact with special interest 
groups (e.g., information security forums) that: (1) 
facilitate sharing of security-related information (e.g., 
threats, vulnerabilities and latest security technologies); 
(2) provide access to advice from security professionals; 
and (3) improve knowledge of security best practices. 
NIST Special Publication 800-40 provides guidance on 
monitoring and distributing security alerts and 
advisories. 
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SI-7
SOFTWARE AND 
INFORMATION 

INTEGRITY

The information system detects and protects 
against unauthorized changes to software and 
information.

The organization employs integrity verification 
applications on the information system to look for 
evidence of information tampering, errors and 
omissions. The organization employs good software 
engineering practices with regard to commercial off-the-
shelf integrity mechanisms (e.g., parity checks, cyclical 
redundancy checks, cryptographic hashes) and uses tools 
to automatically monitor the integrity of the information 
system and the applications it hosts.

SI-8 SPAM PROTECTION The information system implements spam 
protection.

The organization employs spam protection mechanisms 
at critical information system entry points (e.g., 
firewalls, e-Mail servers, remote-access servers) and at 
workstations, servers, or mobile computing devices on 
the network. The organization uses the spam protection 
mechanisms to detect and take appropriate action on 
unsolicited messages transported by e-Mail, e-Mail
attachments, Internet accesses or other common means. 
Consideration is given to using spam protection software 
products from multiple vendors (e.g., using one vendor 
for boundary devices and servers and another vendor for 
workstations). NIST Special Publication 800-45 
provides guidance on e-Mail security.
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